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Abstract

Due to the increase in crimes related to information technology,
civilized countries have begun to put in place special criminal
legislation to combat computer crimes, which is an emerging
phenomenon in criminology. All legislative or other measures as
necessary to make unlawful access to all computer systems or any of
its parts a criminal offense according to domestic law. between

member states in the absence of international agreements.

Thus, the world found itself in a small village, and this village of
information became the focus of the attention of all legitimate and
illegitimate stakeholders, and information technology began to
produce comprehensive effects on the administrative, economic,
social, political, cultural, and legal structure of countries, because
every scientific invention must open new horizons and arrange
Effects that existed before its existence and spread, and here it was
necessary for the law to intervene, how not, while it is regulated by

its rules of all kinds, for all walks of life.

These data are the subject of this crime and what the
perpetrators’ attacks target, and this alone - through its general
significance - shows the seriousness of computer crimes, as it affects

the right to information, affects the private lives of individuals,
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threatens national security and national sovereignty, spreads a loss
of confidence in technology and threatens the creativity of the human
mind Therefore, realizing the nature of computer crimes is
dependent on analyzing the scholars’ viewpoint to define them and
the conventions indicating them, choosing the most consistent with
the objective nature of these crimes, and memorizing their subject,
characteristics, risks, size of losses resulting from them, and the

characteristics and motives of the perpetrators.

In order of the above, the researcher can formulate the
research problem of the current study in the form of a main question

as follows:

What are the different legislative frameworks for the crime of
stealing technical content and its components in the digital

environment in the US criminal legislation?
Key words

1. Technical content theft

2. Digital environment

3. US criminal legislation
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(") Please refer to:

Adomi, Overnight internet browsing among cybercafé users in Abraka,
Nigeria. J. Community Inf. 3(2), (2007)
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E. Adomi, Combating cybercrime in Nigeria. Electron. Libr. 26(5),
(2008)
P. Bocij, The Dark Side of the Internet: Protecting Yourself and Your
Family from Online Criminals (Praeger Publishers, Westport, 2006)
(') Acemoglu, D. and P. Restrepo (2017): “Robots and Jobs: Evidence from
US Labor Markets,” NBER Working Paper, 23285.
Amir, E., S. Levi, and T. Livne (2018): “Do firms underreport
information on cyberattacks? Evidence from capital markets,” Review
of Accounting Studies, 23.
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(') Eisenbach, T., A. Kovner, and M. J. Lee (2020): “Cyber Risk and the
U.S. Financial System: A Pre-Mortem Analysis,” Federal Reserve Bank
of New York Staff report, 909.

(%) Hassan, T., S. Hollander, L. v. Lent, and A. Tahoun (2019): “Firm-Level
Political Risk: Measurement and Effects,” Quarterly Journal of
Economics, 134(4)
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(1) Kamiya, S., J. Kang, J. Kim, A. Milidonis, and R. Stulz (2020): “Risk
Management, Firm Reputation, and the Impact of Successful
Cyberattacks on Target Firms,” Journal of Financial Economics,
Forthcoming
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(') (SIEBER) Dr. Ulrich — Computer crimes & other crimes related to
information technology rev. inter.de droit penal 1991 p. 1033.
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(") Voir site : remp (the royal candian mounted police) " computer crimes
is any illegal act which involves a computer systems whether the
computer is an obect of crime, an instrument used to commit a crime or
a respsitory of evidence related to a crime'". Available online in feb.
2000 at: http://www.rcmp.com (mak d. rasch — criminal law and the
internet — the internet and association. Copyright © 1996 by the
computer law association, inc. p.6, donn parker of sri, is necessary for
the successful commission of the offense.

()Lallie, H. S., L. A. Shepherd, J. R. Nurse, A. Erola, G. Epiphaniou, C.
Maple, and X. Bellekens (2021): “Cyber security in the age of COVID-
19: A timeline and analysis of cyber-crime and cyber-attacks during the
pandemic,” Computers Security, 105.

() (SCALION) Robert — crime on the internet, fall 1996, p. 1. "compuer
crime is any violation of the law that involve a knowledge of computer
technology for their perpetration, investigation, or prosecution"
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available online in feb. 2000 at
http://wings.buffallo.edu/complaw/complawpapers/scalion.html
- Kashyap, A. and A. Wetherilt (2019): “Some Principles for Regulating
Cyber Risk,” AEA Papers and Proceedings, 109, 482—487.
Gl ¢ ALEUN ad o) — 4Adliga A L) e Jaan 3 Ardag B S anadil) 138 o Badlg ()
L pd) dagdlll o — (Al ¢ 38l &y pesal) dmanll Gusbaad) paigal) ) adha i AV
::\A.Q\JAQSAJ’M'jAﬂj 144Y 5 alall
Moll, B., L. Rachel, and P. Restrepo (2021): “Uneven Growth:
Automation’s Impact on Income and Wealth Inequality,” 28440.
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il e dalal La JS8 cdgle 0985 O g 1) JSAL 352 gl () S8 e (V)
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S LY g ¢ gLl plgh g Ailoal) Ll gt 288 ¢ iy LS Lglan 3A0 Al cuilS o) 9
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Wachter, J. and J. Tsai (2015): “Disaster Risk and Its Implications for
Asset Pricing,” Annual Review of Financial Economics, 7.

(®) United States v Sampsonm, 6 COMP, L. SERV. REP. 879 (N.D. Cal.
1978)
Loagsa dcusn (B Qugmlal 4y 7 paall o Al () daSaal) @ ylic) 388 4pzdl) o 88
94 La (39 dagsall o o)) gae day o JS4y Unauthorized use of computer time
2SSl TEY) andlly (laty Lagd ellis ) — 4) Ll Sec. 641 andll 2 e
() U.S.C. & 641. See : United States v. Friedman. 445 F. 2d 1076, 1087 (9"
Cir.) (Theft of grand jury transcripts and information contained
therein was theft of government property). Cert. denied. 404 U.S. 958
(1971) : United States v. Morison, 604 F. Supp. 655, 663-65 (D. Md.
1985) ("theft" of classified information supports embezzlement
conviction); United States v. DiGillo, 538 F. 2d 972 (3d Cir). Cert.
denied. 429 U.S. 871 (1971) (theft by photocopying government secords
sufficient to support & 641 convocation) : United States v. MeAusland,
979 F.2d 970 (4™ Cir. 1992) (theft of competitior's confidential bid
information violates & 641).
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(") Art. 1 Definitions : "For purposes of this convention : Computer System
means any device or a group of inter — connected or related devices, one
or more of which, pursuant to a program, performs automatic
processing of data"
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Joadia G gila 9 Computer cywla Allas o ¢ 18USC Sec. 1030
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Gl Jla s alaia) jUia (LS 13) g (LgNA Juard (AN A3 Jad) Gua G Ade AB8a)
Droit A-ilasiaal) G sild -8 ayaa 4 i pa Jualadl) g8 pualaall Lila) -4
CyberLaw "< i) 1" <la glaall 40 gal) 48 0658 g8 « Informatique
Computer Law (¥ coulall jlga 538 aa Jalail) d88aY) b Ly Y 13g8
) Ala glaal) 0 o518 Cilay i aa Jiay (5

La (o) a1 Ao Uagag () sadig & 5alai¥l 40 Gum Y2 s Online getlas 0 ()
1a e (sS5 Of Lgall a1 3l e ik Lo i YT () BB o el B 33,
. Off Line s pxiiaal) gelhuaal) o Lga Ja ol 13) 4 ¢ (8 i)
(%) Woods, D., T. Moore, and A. Simpson (2019): “The County Fair Cyber
Loss Distribution: Drawing Inferences from Insurance Prices,”
Working Paper.
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e pila O Sadia Uy i e ) 1 il glaall A gal) ASpdd) adl o iy o
(il iy jal) g g e Y aladial (5 Aanld all L ey ¢ AW candal)
G adl o) 03 (& 55 (i Jualll B g Eua (e AlSial) dalal (Gaas agd o
Bagaa dal ) JSdly (gl o cupldl e ) 1 il glaall A gal) ASudd) ¢
o5l A ) Gua AV sl Slga e el 0B (A s Al g ra S5 ol
8 Sanall) CLfilan Jah Cund ASial) il MM i) 1 Cila glaall A1 gal) ASul)
adeil) o) Jadll) (gala ot Al glaa A o V) el Slga e apadll k)
LD g AV quulad) gy A sall all all — V) qudad) g adl s JUa)
Clua il L g Al o8 4dl gaw (o) gl 4gl) 45 La Jady ) (&), Ladl
e (WG7 4xle (b La ) Jadd dapus sl (il LSl 43Lal) G i3

(') (KASPERSEN) Prof. Dr. Henrik W. K. — crimes related to the computer
network. Threats and opportunities criminological perspective, p. 258.
five issues in European criminal justice: corruption, women in the
criminal justice system, criminal policy indicators, community crime
prevention, and computer crime proccedings of the vi European
colloquium on crime and criminal policy Helsinki 10-12 December
1998, European institute or crime prevention and control, affiliated
with the united nations (heuni) p. O. Box 161, fin- 00131 Helsinki
Finland publication series no. 34

- Barry M. Leiner, V. G. (s.j.). Brief History of the Internet. Onttrek Dec.
20, 2015 wit

http://www.internetsociety.org/internet/what-internet/history-
internet/brief-history-internet

available under Creative Commons Attribution-NonCommerecial-
ShareAlike 3.0 Unported License.
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Glad) g all (e Axihiae 48 e dllid i A5 Ulaay 418 138 9 g8 (8
Lags Gasab 058 S (A lalilY) (e pf ) e o A ad) g AV
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L4 giaall g

" il glaall A gal) ASpl) 2l o iy a8 A puaeall Ao gl (e ) o g
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4 Al 5) Cyberspace () ) allall £ gia ga 1 (1 Y1 AJadil)
3 The virtual world =l alball ¢y 3 e g8 530 (Cyberespace
D4R ATV B Al allal) ga g Aila glaal) LTS g cilibll (g gaal) Jlanal)
S A allad) g g () g Sty el dans o jadl AGAY Anle allay A g
The xSl A5, 2 William Gibson _sgd) (~alal) JLAY uils 45 s
LoJliild sl (s B Cia g Gua VA E ale W jaal A (NeuRomancer
S Bga e S8 Ao gana Lgsd & DFantasy  Electronic 4 g i)
oany A Jual A0S A aUBall (e Landl g (3 SAY) aglaldis Lallka g ¢ W) caidad)
i o e Y1 1 e sl Al g) A a1 oY)
5 palaall ey i) 3
LJM‘@JA&M@EJ‘@M%JQ’*@J@L«}M\M\ LS 13 g
A gild Al ) — ABEY (Ca Jlagly — aliil) Al cilad a8 ell) g Adld (Jiisa (S
O Gia grlhuana aladiady el g gl (A gild ciy a3 o J paad) Lgaa (S

(")Cone, M. (2011, Dec. 17). How to Configure Your Mac's Firewall.
Onttrek Oct. 24, 2015 uit MACINSTRUCT:
http://www.macinstruct.com/node/165  available under  Creative
Commons  Attribution-NonCommercial-ShareAlike 3.0  Unported
License.

Ao pad) Aagll) la e il Allaial) ol jall e gua gal) alSal)  piall AU se Jran 3 ()

L0 ua)ddd 3 alal

(®) (NICHOLSON) Keith — International Computer Crime : A Global
Village Under Siege — New England International & Comparative Law
Annual 1996 — New England School of Law P. 1. available online is Sep.
2001 at : http://www.nest.edu/annual/vol2/computer.htm
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il i CyberLaw s glbua—al) 134 5 Cyberspace —) 58Y) Lgale
e ) e ghaall A0 gal) ASui) ¢y g8 g el I el Y allall S il
Al as) gB g ¢ MM A dadl) allad) Al Al 4 gilal) do) gil) Ao gana" s g
L) L L) s Al g S ptad A el s o 32y 30
32l at Clag Ol A dgdng O gilAl
M AN 1 il glaall A gal) ASpd) / ial SiBY) alladl ¢ g3l LS 13 g
Gkl 3 ggad) LSS (Sal o) — 4y BT sy ) (B de S8 Y ((Cyber Law)
o Lo Uiy 2l o Gy 3y L Ll s Jlal) ol — B9 e
" il glaall Al gal) ASpdl) /) S8 allad) 38 A i ) I3 LR ghbail)
G S o4 AT il (o] dpus 5 (e ABSal) (B Adlid dagad ) e )
patliall ga (il g (Al gl apalia ga GlSE (galday 150 ay <l Ayl 38 Aapla
OHLAY £ g8 Jadid At glae ety ) Bgll 8 ¢ dgall gl 8l Lgh gy )
il &5l ¢ Laal) 484l £ JaCyberLaw glhas A (e 43) 1) 5 AY)
Jeia (g J gmarall (53Rl £ g B (b g g 0 bk (b oan rlhaaal) igd A
rlha—ag (Al ¢ g8l cilS gl I Al Cyberbehavior
oy ¢ Alial) o il—Al el sl —te ANl CyberCrime

()TRANSNAIONAL NATURE OF CYBERSPACE, (CYBERCRIME
AND CYBERPUNISHMENT< ARCHAIC LAW THERATEN
GLOBAL INFORMATION p. 2 report prepared by : McConnell
INTERNATIONAL http://www.mcconnellinternational.com with
support from WITSA http:/www.witsa.com December 2000 availale

online in dec. 2000, at :
http://www.mcconnellinternational.com/services/cybercrime.html
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ey ¢ il ¢ gil&l) S gl —le A_Nall Cybercommerce
(i ) G gild L) b Aulad) sl oY) e Aall Cyberinvestigation
"Ml glaall A gal) Ad ) e cilaSlaal) e Cybertribunal gl
Ll e A

OSRN C ABDle Aald) ) s 484 L) 138 f auslal) LiiSey Ui (hag
Lo i) i AaiDla Gilaa) ma (B 1 Y 1 il glaall A gal) AL g
AT ga Al A i) daleaal el U ¢ gildl) ay glali daa (iSay

A Al Al i g LAY (A GILAY ALATY pumy Aaidla dilaa) Al )
A i) Ao dppadl) 4B 4831 ga Jla Aglay <) 3B LS M Y)Y Cilaplaall
(i) BTl gy 11 Y 1 e glaall A gal) ALl aa (A giLAN Jalacl
B gl) B1aY) b BTl 138 (9% Wi uay Cuay ¢ Self — regulation <A
Ayl dpaili ) g3 ) g5 Ay puill) 31V (A 3L alBSY ) g ) July Lal g
ALAIS 1A andatil) Ban g b ) Ay Acila glaal) ABL) ot Y Aapda
Jang Lay VA8 da jally Dadla (gt ALY ap B85 0 (B (e o A 3 il
S o Ao O ) R 5 el e A A A ally Gl o) 5890 allal)

()Email  tips.  (s.j.). Onttrek Oct. 29, 2015 uit Digital

Survival:https://survival.tacticaltech.org/internet/email/tips available
under a Creative Commons Attribution-Share Alike 3.0 Unported
License.

(>)Gallagher, S. (2013, Oct. 02). We are not who we are. Onttrek Sep. 26,
2015 uit Security Blog: https://securityblog.redhat.com/tag/two-factor-
authentication/ available under a Creative Commons Attribution-
ShareAlike 3.0 Unported License.
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Al LA 5 quadadl 2l SA Wil U 140 LS A3 CyberCrime "< Y
L Juadl) 13 Al Ailsa) ey (LA (e LATH B8 100 qalad) g 08
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Y Gralal) Jlga A0 o LS ai 13) 1S (alli G gu 4y grall 228 oof W) s
Sla 3 da 5 8 - W) mlal) Jlga of — sed L Y A (e | S ao
g A cuaif LaS ) dglgs Lgd uad Ao 538 5 Agabiatl g Al g A Laia)
Cilaal) Algd a3 ol e ) 1 il glaall A gal) ASuAN AY) Guadal)
G B 0 uadall Bagan il o) ) ek Sailad) <l ydisalld (LAl 13 B
" e glaall A gal) ASudl) i) o day 5 1038 e Ygo LB LD e Mg« Ly
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cailgl) Ada g3 a8 () OSay LaS MMl Y 1 e glaall A gal) ASud) Adan) gy p
'l e g Satellite deliall L&Yy Microwave 5_sall clasall Jga g
Al i S0 cnlhal) a8 V) qudald) g 485 () (Bila LS 130
ddaa (158 ) alaad) Jard) (h CSAY) Allaia (B i ) 1 e ghaall A gal)
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13 3aad 138 488 ¢ gil&l) 488 dq) g8 Al Bagaad) il graad) da) ey e )
e Adga (B Ay piil) g dpalpaad) g ) Gy () (e g A genad) (1 AR iy )
Y el g adl s ddeia (@) (b adlay ¥ ) Of 2 13 JaY
G585 O B9 pally b idy 451 ) Hacking (81,43Y) Ae Computer Crime
Protected Computer s ' Connected ASude Uaija V) qualall jlga
Al gal) ASul) ad) e iy a0 a5 ki) (B ol dllia () Ylaa) J 5 Sy g
Sa i ashy oA Gadal) iy ail) ade gads J oY1 alad¥) ¢ MM Y 1 il glaall
JSS ) i) allad) ai) o Jay y (B 1l Y0 1 il glaall A gal) A ol o
(=l ) allall ellaas o) 1 ) oLat¥) 138 qaldy i V) Golal) Jgay

(') Gupta, A. (2011, March 01). Digital Forensic Analysis Using
BackTrack, Part 1. Onttrek Sep. 26, 2015 uit opensourceforu:
http://opensourceforu.efytimes.com/2011/03/digital-forensicanalysis-
using-backtrack-part-1/  available under  Creative = Commons
AttributionNonCommercial 3.0 Unported License.

(%) Havercan, P. (2015, July 17). A plain person's guide to Secure Sockets
Layer. Onttrek Sep. 26, 2015 uit
http://peter.havercan.net/computing/plain-persons-guide-to-secure-
socketslayer.html available under a Creative Commons Attribution-
NonCommercial-ShareAlike 4.0 International License.
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(') (KATYAL ) Neal Kumar — criminal law in criminal law in Cyberspace ,
Georgetown University law center 2000< P.13 A revised version of This
working paper is forthcoming in the university of Pennsylvania law
review < Volume 149 April 2001 This paper can be downloaded without
charge from the social science research Network Electronic paper
collection at

Http://papers.ssrn.com/ aperitif abstract id=249030 working paper No
249030
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- Hughes, Carole (1999 ). The Relationship of Use of the Internet and

Loneliness among College Students. Dissertation Abstract . Vol. 60 (3 —
A).
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(') The CFAA makes it a crime for an unauthorized user to access a
computer that is federally owned or is a « protected computer » for the
purpose of 1) obtaining records from a bank, credit card issuer, or
consumer reporting agency ; 2) committing fraud or extortion; 3)
transmitting destructive viruses or commands ; 4) trafficking in stolen
passwords ; or 5) threatening to damage a computer system in order to
extort money or other things of value. A « protected computer » is a
computer 1) used exclusively by a financial institution or the United
States Government ; 2) used on a nonexclusive basis but where the
conduct affects use by the financial institution or the government ; or 3)
used in interstate or foreign commerce or communication. This last
element is intended to keep the federal government out of purely local
computer crimes, but the multistate nature of Internet transmission
suggests that almost any Internet activity will amount to « interstate
commerce ». see : James Garrity & Eoghan Casey. Internet Missue in
the Workplace : A Lawyer’s Primer, op. cit., at 14.
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(') William E. Wyrough, JR & Ron Klein- The electronic signature act of
1996: Breaking down barriers to widespread electronic commerce in
Florida, op. cit., at 429.
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(') « An electronic identifier, created by computer, intended by the party
using it to have the same force and effect as the use of a manual this
definition does not include encryption. Further, signature », id at 431.
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(*) USA v.Miller, App 11th Cir No.98-8228, Feb. 4-1999, Available online in

March 1999 at:

http://www.Ip.findlaw.com/scripts/getcase.pl?navby=search&case.../988228
man.htm
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12l (e JUikY) Ajles Ly Public Law  105-314 a8, ¢ 55l

(') Herb Lin, PhD hlin@nas.edu, Michele Kipke, PhD mkipke@nas.edu —
Tools and Strategies for protecting kids from pornography and their
applicability to other inappropriate internet content, op. cit, P.1.

() Reno v. ACLU, US Supp. 521 U.S. 844 (1997).
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(") Protection of children from Sexual predators act of 1998 Title 9 section
901. US Code. Id at 422.

() Herb Lin, PhD hlin@nas.edu, Michele Kipke, PhD mkipke@nas.edu —
Tools and Strategies for Protecting Kids from Pornography and Their
Applicability to other Inappropriate Internet Content, P.4.
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(') USA v. Hay, App. 9th Cir. No. 99-30101, 24 Oct. 2000, Available online
in Oct. 2000 at: http://laws.findlaw.com/9th/9930101.html.
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http://www.juriscom.net.
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