daadiall a,,\,l)ﬂ\ Q\JL&\A\ :\.[94
43 L3 Aaala

PO [N NN X -1 Y

aladl il B picala sgali ) and °

Hhad) o eilal :amadsl) o

S 28 Ladi Al o) @
Shamma Rashid Alkindi

U20102264 : sl 280 o

YaYY=Yo¥) iaaal sl e

Ll daa) L3 1 pdal) and o

s 3oy Aualid) dila plaal) Aaailll ) jud) (3 58U Ay o
YY) A (V) b salad) G giley a g yall (389 A gal)
The crime of cyber penetration of the information

systems of state institutions in accordance with
Federal Decree-Law No. (34) of 2021.
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ABSTRACT
With the development of modern technologies, cybercrimes have taken on
an advanced character, and electronic penetration is carried out through
modern technologies themselves, especially attacks targeting state
institutions, where the perpetrators of the crime of hacking rely on the
features of modern technologies to commit the crime of penetration, which
constitutes cyber-attacks on information systems.
Therefore, the mere entry into the computer system does not constitute an
illegal act, but this access derives its illegality, from the fact that it is
unauthorized, and unauthorized access to the computer is achieved by
accessing the information and data stored inside the computer system
without the consent of the administrator of the system, or in other words,
misuse of the computer and its system by an unauthorized person to use
and access it to access the data and information stored inside it.
The research problem revolves around the following question: How
effective are the rules of criminalization and punishment for the crime of
cyber penetration of the information systems of state institutions ?
The importance of the research from a scientific point of view is that it
shows the position of the UAE legislator in terms of criminalization and
punishment in the crime of cyber penetration of the information systems of
State institutions in accordance with Federal Decree Law No. (34) of 2021.
At the end of the research, we found that the penetration and the
subsequent electronic crimes, can only be done through this network, as
the information recorded in the private computer, which is not connected
to the Internet, cannot be penetrated.
Among the recommendations of the research, the researcher calls on the
UAE legislator to allocate a legal article in the Law of Rumors and
Cybercrimes that criminalizes the use of hacking systems in committing

crime.




Keywords: Government Information Systems - Electronic Hacking -

Disability - Interception - Crime - Punishment.
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Commises Par Les Personnes Morales Rev, Sociétés 1993. P. 315

ets.

—  OBoizard(M):Amend, confiscation,affichage ou communication de

la decision Revue des Sociétés, 1993, p.332.
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