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Abstract

The concept of sensitive personal data refers to a group of
data whose processing may have significant legal consequences if
compared to regular personal data, which are discriminatory

damages, and have direct effects on the basic rights of individuals.

The problems of collecting and processing sensitive data
appear, in particular, in the field of inference processes, which
indicates a deficiency in the legislative definition of sensitive data,
as well as legal protection for it, especially in the era of advanced
technology and big data, which is considered a basic mechanism

upon which inference processes are based.

Advanced technology in the field of inferences requires
reconsidering the formulation of the concept of sensitive data, with
the aim of determining effective protection for it, as well as
determining the rights of the owners of that data through explicit
legal texts that cannot be disputed.

Personal data, whether provided by data subjects, or inferred
through inference processes, is of great importance from a

commercial and economic perspective, as the vast majority of
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modern companies make use of consumer data to create
commercial insights, such as for targeted advertising purposes, and
to create profiles. Introducing customers, but in recent years, this
practice has become crucial to maintaining competitiveness in

many industries.
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("EDPB")
European Data Prot. Bd., The European Data Protection Board, Endorsement
1/2018 (May 25, 2018),
https://edpb.europa.eu/sites/edpb/files/files/news/endorsement of
wp29_documents.pdf [https://perma.cc/SHIA-RQR3]

(14) Groupe 29, Avis 5/2009 du 12 juin 2009 sur les réseaux sociaux en ligne,
WP 163.
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(15) Paul Quinn & Gianclaudio Malgieri, The Difficulty of Defining Sensitive
Data the Concept of Sensitive Data in the EU Data Protection Framework,
22 GERMAN L.J., 2021, p. 1587.
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(16) Tal Z. Zarsky, Understanding Discrimination in the Scored Society, 89
Wash. L. Rev., 2014, p. 1375.

(17) Luciano Floridi, Mature Information Societies - a Matter of Expectations,
29 Phil. & Tech, 2016, p. 1,
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(18) Solon Barocas & Andrew D. Selbst, Big Data's Disparate Impact, 104
Calif. L. Rev., 2016, p. 671.
(19) David Lazer, Ryan Kennedy, Gary King & Alessandro Vespignani, The

Parable of Google Flu: Traps in Big Data Analysis, 343 Science, 2014, p.
1203.
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(20) GDPR, recital 51, (51) Personal data which are, by their nature,

particularly sensitive in relation to fundamental rights and freedoms merit
specific protection as the context of their processing could create significant
risks to the fundamental rights and freedoms. Those personal data should
include personal data revealing racial or ethnic origin, whereby the use of
the term ‘racial origin’ in this Regulation does not imply an acceptance by
the Union of theories which attempt to determine the existence of separate
human races. The processing of photographs should not systematically be
considered to be processing of special categories of personal data as they
are covered by the definition of biometric data only when processed
through a specific technical means allowing the unique identification or
authentication of a natural person. Such personal data should not be
processed, unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law may lay down
specific provisions on data protection in order to adapt the application of the
rules of this Regulation for compliance with a legal obligation or for the
performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller. In addition to the specific
requirements for such processing, the general principles and other rules of
this Regulation should apply, in particular as regards the conditions for
lawful processing. Derogations from the general prohibition for processing
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such special categories of personal data should be explicitly provided, inter
alia, where the data subject gives his or her explicit consent or in respect of
specific needs in particular where the processing is carried out in the course
of legitimate activities by certain associations or foundations the purpose of
which is to permit the exercise of fundamental freedoms.

(21) GDPR, art (51).
(22) GDPR, Whereas: (71).

(23) Niels van Dijk, Raphaél Gellert, & Kjetil Rommetveit, A Risk to a Right?
Beyond Data Protection Risk Assessments, 32 COMPUT. L. & SEC. REV.,
2016, p. 286.
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(24) Explanatory Report on No. 223 of the Council of Eur. Treaty Series--
Protocol Amending the Convention for the Protection of Individuals with
Regard to Automatic Processing of Personal Data, COUNCIL OF EUR.,
(2018), https://rm.coe.int/cets-223-explanatory-report-to-the-protocol-
amending-the-convention-fo/16808ac91a.
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(26) CJEU, Case 184/20, OT v. Vyriausioji tarnybins etikos komisija, 2022
E.CR,51.

(27) Cour européenne des droits de I'homme, 26 mars 1987, n°® 9248/81&
CEDH 4 mai 2000, Rotaru ¢/ Roumanie, req. no 28341/95

(28) CEDH 4 mai 2000, Rotaru ¢/ Roumanie, req. no 28341/95. — CEDH
16 févr. 2000, Amann c. Suisse, req. no 27798/95 . — CEDH 31 mai 2005,
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Antunes Rocha ¢/ Portugal, req. no 64330/01. — CEDH 27 oct. 2009,
Haralambie ¢/ Roumanie, req.no21737/03. — CEDH 17 févr. 2011,
Wasmuth ¢/ Allemagne, req. no 12884/03. — CEDH 22 mai 2012, Ovidiu
Trailescu ¢/ Roumanie, req. no 5666/04 et no 14464/05).

(29) CEDH 29 avr. 2002, Pretty ¢/ Royaume-Uni, req. no 2346/02 . — CEDH
22 juill. 2003, Y .F. ¢/ Turquie, req. no 24209/94.

(30) G.A. Res. 45/95, para. 5 (Dec. 14, 1990).

(31) Paul Quinn, The Difficulty of Defining Sensitive Data--

The Concept of Sensitive Data in the EU Data Protection Framework, 22
German Law Journal, 2021, 1583.
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(32) Explanatory Report to the Protocol Amending the Convention for the
Protection of Individuals with Regard to Automatic Processing of
Personal Data art. 6, 55, Oct. 2018, E.T.S. No. 223, https://rm.coe.int/cets-
223-explanatory-report-to-the-protocol-amending-the-convention-
fo/16808ac91a [https://perma.cc/G5SZ-J77A].

(33) Guidelines for the Regulation of Computerized Personal Data Files, G.A.
Res. 45/95, 5 (Dec. 14, 1990).

(34) Proposal for a Regulation of the European Parliament and of the Council
concerning the respect for private life and the protection of
personal data in electronic communications and repealing Directive
2002/58/EC (Regulation on Privacy and Electronic Communications).,
& See GDPR, , Recital 2.
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(35) C. Tucker, The Economic Value of Online Customer Data, OECD (2011).

(36) Harold Demsetz, Toward a Theory of Property Rights, 57(2) THE
AMERICAN ECONOMIC REV, 1967, p. 347.

Vave aliaiBiflg g ilall Sigoedl Aoea



Olalu sy daw ytosw 7 (Y+YE 92393 ) M adall

ol il e didlall g dnad dl) i) apaad oli AIKE) Ui yelai 86
c@all 1aa Jae naad 8 Jidlip s g 58 (e 4y S8 4lSke 3y liball (il e W) o5
il UL LA (e Joa sl Sy il VYY) yme B4l
Ll ol calaad) 13a 8 (Ganall i LaS s dadid pe by Aa) 5 Al
A8 g sl g e Al e Gl daad il clalall e Joaldl)
UL G el Caneall (e zral (VYY) CVa 8 Lgaladiind 5 L 5l S
O g il Sk Jdaty 585 Lanie A ddpad sl pe cililull g dpadil)
ol Gl e Jb 8 dala (™M pass by Ll e i) aen ) s
il (333 ) bl 5 (@UAS aad dpadd il (5355 o) oSay ) L)
Aulea @I s Al
O (A S Laa DS 5 ¢ ang DA (e llall ASle Jula Sy
Oraedll e R 5 duluall AAS dpadill aeilily e Sk o palasS
Ols il s sa o Sl o (1) gtV 138 iy s gasluadl) mgdd) oY g
Nt g olgd CaBISY YA DA e ALl s ) Jadh gy IS aa gl ¢ 84l
25 (Mla 5aY 511 5y Gamglall (el s S iy Ll Uia 301 e Y el
i (g Gy Bl ) @l O LS ¢ laadl 4 glal) dpad sl Lehalii ) Jin L

(37) Vaclav Janecek, Ownership of Personal Data in the Internet of Things, 34
COMPUTER LAW & SECURITY REVIEW, 2018, p. 1039, 1040.

(38) Thomas Mouritz, Comparing the Social Contracts of Hobbes and Locke, 1
THE WEST AUSTRALIAN JURIST, 2010, p. 123.
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(62) Vaclav Janececk & Gianclaudio Malgieri, Commercialization of Data and
the Dynamically Limited Alienability Rule, 21 GERMAN L. J., 2020, p.
924,
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(63) Gianclaudio Malgieri & Giovanni Comandé, Sensitive-by-Distance: Quasi-
Health Data in the Alogrithmic Era, 3 INFO., COMMC'N & TECH. L.,
2017, p. 1 & See also Bart Custers & Helena
Ursic, Big Data and Data Reuse: A Taxonomy of Data Reuse for Balancing
Big Data Benefits and Personal Data Protection, INT'L DATA PRIV. L.,
2016, p. 8.

(64) Audition de MM. Michel Parisse et Willem De Beuckelaer, président et
vice-président de la commission de la protection de la vie privée,

Surveillance par caméra, Rapport, Sén., 2005-2006, Document
1égislatif no 3-1413/1.
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(65) CPVP, Avis no 14/95 du 7 juin 1995 sur l'applicabilit¢ de la loi du
8 décembre 1992 relative a la protection de la vie privée a 1'égard des
traitements de données a caractére personnel a l'enregistrement d'images
et ses conséquences ; CPVP, Recommandation no 01/98 du 14 décembre
1998 en matiére de Systéme Informatisé de Réservation; CPVP, Avis
no 17/99 du 10 mai 1999 relatif au projet d'arrété royal concernant

I'installation et le fonctionnement de caméras de surveillance dans les stades
de football.

(66) Paul Quinn, The Anonymisation of Research Data-- A Pyric Victory for
Privacy  That Should Not Be Pushed Too Hard by
the EU Data Protection Framework?, 24 EUR. J. HEALTH L., 2017, p.1.
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(67) Paul Quinn & Gianclaudio Malgieri, The Difficulty of Defining Sensitive
Data the Concept of Sensitive Data in the EU Data Protection Framework,
22 GERMAN L.J., 2021, p. 1583.
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(68) Vaclav Janecek & Gianclaudio Malgieri, Data Extra
Commercium, in DATA AS COUNTER-PERFORMANCE--CONTRACT
LAW 2.0?, 2019, p. 14-15.

(69) Paul Quinn & Gianclaudio Malgieri, The Difficulty of Defining Sensitive
Data the Concept of Sensitive Data in the EU Data Protection Framework,
22 GERMAN L.J., 2021, p. 1583.
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(70) Daniel J. Solove, Regulating based on harm and risk instead of sensitive
data, 118 Nw. U.L. Rev., 2024, p. 1081.

(71) Chiradeep BasuMallick, What is Metadata? Definition, Types, Uses, and
Examples, SPICEWORKS (Oct. 20, 2022), https://www.spiceworks.
com/tech /devops/articles/what-is-metadata/ [https://perma.cc/BN9D-8938].
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(72) Daniel J. Solove, Reconstructing Electronic Surveillance Law, 72 GEO.
WASH. L. REV., 2004, p. 1264.

(73) YESHIMABEIT MILNER & AMY TRAUB, DATA FOR BLACK
LIVES & DEMOS, DATA CAPITALISM + ALGORITHMIC RACISM 16
(2021), https://www.demos.org/sites/default/files/2021-
05/Demos %20D4BL _Data
Capitalism_Algorithmic_Racism.pdf [https://perma.cc/Z4C2-

M82F], Malkia Devich -Cyril, Defund Facial Recognition, ATLANTIC
(July 5, 2020),
https://www.theatlantic.com/technology/archive/2020/07/defund-facial-
recognition/613771/ [https://perma.cc/5B84-AJAD]
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(75) GDPR, § 51, "... The processing of photographs should not systematically
be considered to be processing of special categories of personal data as they
are covered by the definition of biometric data only when processed
through a specific technical means allowing the unique identification or
authentication of a natural person. Such personal data should not be
processed, unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law may lay down
specific provisions on data protection in order to adapt the application of the
rules of this Regulation for compliance with a legal obligation or for the
performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller."
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(76) Andrew G. Reece & Christopher M. Danforth, Instagram Photos Reveal
Predictive Markers of Depression, 6 EPJ DATA SCI., no. 15,2017, at 1, 9.

(77) Danielle Keats Citron & Mary Anne Franks, Criminalizing Revenge
Porn, 49 WAKE FOREST L. REV., 2014, p. 345; DANIELLE KEATS
CITRON, HATE CRIMES IN CYBERSPACE, 2014, p. 5.
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(78) Mary Anne Franks, "Revenge Porn" Reform: A View from the Front
Lines, 69 FLA. L. REV., 2017, p. 1251.
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(79) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE
INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE
AGE OF BIG DATA AND AI, 2019 COLUM. BUS. L. REV,, 2019, p.
494,
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(80) Article 29 Data Prot. Working Party, Opinion 4/2007 on the Concept
of Personal Data, 01248/07/EN  WPI136, at 8 (June 20, 2007)
http://ec.europa.eu /justice/article-29/documentation/opinion-
recommendation/files/2007/wp136_en .pdf (on file with the Columbia
Business Law Review).
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Regulation 2016/679 of the European Parliament and of the Council of 27 April
2016 on the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) ch.
1, art. 4(10), ‘third party’ means a natural or legal person, public authority,
agency or body other than the data subject, controller, processor and persons
who, under the direct authority of the controller or processor, are authorised to
process personal data."

(82) Daniel J. Solove, REGULATING BASED ON HARM AND RISK
INSTEAD OF SENSITIVE DATA, 118 Nw. U.L. Rev., 2024, p. 1081.
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e st gl 4 5¢d) jualic o o pil) A lSa) ol oyl 2 2l LaS
o seie ey Of img s dLealad Gl s Ledle (53,8 wilda cléaY 4y )5y
e I 5 M) ApSa)! 5 Ml AlSal" a sgde dasdid M sl apaa AN

X5 dpadsl) il Ales Ly Yo YL L (100) a8 5l (e IV Al (AT)
Regulation 2016/679 of the European Parliament and of the Council of 27 April
2016 on the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) ch.
1, art. 4(1).
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(84) Frédérique CHOPIN, Cybercriminalité — Systémes et réseaux numériques,
objets de l'infraction,Dalloz, Janvier 2020 (actualisation : Décembre 2023)

(85) le rapport explicatif du Conseil de I’Europe (p. 10, no 19) qui note tres
justement : « Des données en apparence anonymes, car non assorties d’un
¢élément d’identification évident, peuvent néanmoins, dans certains cas (ne
nécessitant pas des délais, activités ou ressources déraisonnables) permettre
I’identification d’une personne. C’est notamment le cas lorsque la
combinaison de différents types de données, telles
des données physiques, physiologiques, génétiques, économiques ou
sociales (combinaison de données relatives a 1’age, le sexe, 1’activité
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1 & Cara il Gl g sl alae dam 5 ol e <) g Bac diag
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professionnelle, la géolocalisation, la situation de famille, etc.), permet au
responsable du traitement, ou a toute autre personne, d’identifier la
personne concernée. Dans pareille situation, les données ne sauraient étre
considérées comme anonymes et sont couvertes par les dispositions de la
Convention ».

(86) Recommandation du Conseil de [I’Europe en matiére de
profilage, CM/Rec., 2010. Cf. en particulier le rapport préalable, qui insiste
sur la nécessité d’une vue « holistique » du processus et de son résultat
final, et non sur une approchea priori qui serait fondé¢ sur la nature
des données (Y. Poullet et J.M. Dinant, Rapport a 1’attention du Comité
des ministres (article 20, paragraphe 3, de la convention STE no 108) :
comité consultatif de la Convention pour la protection des personnes a
I’égard du traitement automatisé des données a caractére personnel,
Strasbourg, Conseil de I’Europe, 2010, disponible a
http://www.crid.be/pdf/public/6539.pdf.
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(87) Sandra  Wachter &  Brent  Mittelstadt, A  RIGHT TO
REASONABLE INFERENCES:  RE-THINKING DATA PROTECTION
LAW IN THE AGE OF BIG DATA AND Al 2019 COLUM. BUS. L.
REV., 2019, p. 494
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(88) Jose Gonzalez Cabanas, Angel Cuevas & Ruben Cuevas, Facebook Use
of Sensitive Data for Advertising in Europe (Feb. 14, 2018) (unpublished
manuscript), https://arxiv.org/abs/1802.05030 [https://perma. cc/V2C8-
FY3W].

(89) Jeremy B. Merrill, Liberal, Moderate or Conservative? See How Facebook
Labels You, N.Y. Times (Aug. 23,
2016), https://www.nytimes.com/2016/08/24/us/politics/facebook-ads-
politics.html [https://perma.cc/QNU7-YCBZ].

(90) Astra Taylor & Jathan Sadowski, How Companies Turn Your Facebook
Activity into a  Credit Score, The Nation (May 27,
2015), https://www.thenation.com/article/how-companies-turn-your-
facebook-activity-credit-score/ [https://perma.cc/V4V5-7THSS5].

(91) Leslie Scism, New York Insurers Can Evaluate Your Social Media Use - If
They Can Prove Why It's Needed, Wall St. J. (Jan. 30,
2019), https://www.wsj.com/articles/new-york-insurers-can-evaluate-your-
social-media-useif-they-can-prove-why-its-needed-11548856802 (on  file
with the Columbia Business Law Review).
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(92) Aaron Smith, Record shares of Americans now Own smartphones, have
home broadband, PEW RSCH. CTR. (Jan. 12,
2017), https://www.pewresearch.org/fact-tank/2017/01/12/evolution-of-
technology/; see also Lionel Sujay Vailshery, Statistical Report, Number of
connected wearable devices worldwide by region from 2015 to 2022,

STATISTA (Jan. 22, 2021),
https://www.statista.com/statistics/49023 1/wearable-devices-worldwide-by-
region/.
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(93) Jay Hancock, Workplace wellness programs put employee privacy at risk,
CNN HEALTH (Oct. 2,
2015), https://www.cnn.com/2015/09/28/health/workplace-wellness-
privacy-risk-exclusive/index.html

(94) Michal Kosinski, David Stillwell & Thore Graepel, Private Traits and
Attributes Are Predictable from Digital Records of Human Behavior, 110
PNAS, 2013, p. 5802.

(95) Jina Kim, Jieon Lee, Eunil Park & Jinyoung Han, A Deep Learning Model
for Detecting Mental Illness from User Content on Social Media, 10 SCI.
REPS., 2020, p. 11846.

(96) mHealth Market Size, Share & Trends Analysis Report By Component
(Wearables, mHealth Apps), By Service (Monitoring, Diagnosis), By
Participant (Mobile Operators, Device Vendors), By Region, And Segment

Forecasts, 2020 - 2027, GRAND VIEW RSCH. (Feb.
2020), https://www.grandviewresearch.com/industry-analysis/mhealth-
market
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(97) Munmun De Choudhury, Scott Counts, Eric J. Horvitz & Aaron
Hoff, Characterizing and Predicting Postpartum Depression from Shared
Facebook Data, in ASSN FOR COMPUTING MACH., CSCW 'l4:
PROCEEDINGS OF THE 17TH ACM CONFERENCE ON COMPUTER
SUPPORTED COOPERATIVE WORK & SOCIAL COMPUTING, 2014,
p- 625.

(98) Ashley Hall, 5 Ways to Track Your Personal Health on Your Phone,
VERYWELLHEALTH (Mar. 5,

2020), https://www.verywellhealth.com/track-health-information-phone-
1739148
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(99) Gunther Eysenbach, The Continued Use of Mobile Health Apps: Insights
From a Longitudinal Study, JMIR MHEALTH UHEALTH, Aug. 2019, at
1.
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(1) Cases C-141/12 & 372/12, YS v. Minister voor Immigratie, Integratie en
Asiel, 2014 E.C.R. I-2081, PP 45-46.
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(1) Case C-553/07, College van burgemeester en wethouders van Rotterdam v.
M. E. E. Rijkeboer, 2009 E.C.R. I-3889, PP 51-52.

(2) Cases C-141/12 & 372/12, YS v. Minister voor Immigratie, Integratie en
Asiel, 2014 E.C.R. 1-2081, P 44.

(3) Douwe Korff, The Proposed General Data Protection Regulation: Suggested
Amendments to the Definition of Personal Data, EU Law Analysis (Oct. 15,
2014), http://eulawanalysis.blogspot.com/2014/10/the-proposed-general-
data-protection.html [https://perma.cc/SRY9-JDWS]; Robert Madge, Five
Loopholes in the GDPR, Medium (Aug. 27,
2017), https://medium.com/mydata/five-loopholes-in-the-gdpr-
367443c4248Db [https://perma.cc/LEEM-8YPM]
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(1) Serge Gutwirth & Paul De Hert, Regulating Profiling in a Democratic
Constitutional State, in Profiling the European Citizen, 2008, p. 275.

(2) Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explainable
Machines, 87 Fordham L. Rev., 2018, p. 1085.
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(1) Omer Tene & Jules Polonetsky, Big Data for All: Privacy and User Control
in the Age of Analytics, 11 Nw. J. Tech. & Intell. Prop., 2013, p. 239.
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(3) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE

INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE

AGE OF BIG DATA AND Al 2019 COLUM. BUS. L. REV., 2019, p.
494.
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Regulation 2016/679 of the European Parliament and of the Council of 27 April
2016 on the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) ch.
1, art. 9(2-4).
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(5) Article 29 Data Prot. Working Party, Opinion 4/2007 on the Concept
of Personal Data, 01248/07/EN WPI136, at 8 (June 20, 2007)
http://ec.europa.eu/ justice/article-29/documentation/opinion-
recommendation /files/2007/wpl136_en.pdf (on file with the Columbia
Business Law Review).

YVA gla Yo & ("GDPR") bl dlaad dalall AaiDU (gaakai (e 1 5lie ] 40l ) L i

("EDPB") <lilall dlaal 55 Y1 alaall 4dli g o3 g 50 Y4 Balall Jae (5 8 22yl

European Data Prot. Bd., The European Data Protection Board, Endorsement

1/2018 (May 25, 2018), https://edpb.europa.eu/sites/edpb/files/files/news

/endorsement of _ wp29 documents.pdf [https://perma.cc/SHIA-RQR3]
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Regulation 2016/679 of the European Parliament and of the Council of 27 April

2016 on the Protection of Natural Persons with Regard to the Processing

of Personal Data and on the Free Movement of Such Data, and Repealing

Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) ch.

1, art. 4(4).
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(7) Article 29 Data Prot. Working Party, Opinion 03/2013 on Purpose
Limitation, at 47, 00569/13/EN, WP203 (Apr. 2,
2013), https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2013/wp203_en.pdf [https://perma.cc/X6PC-825X].

(8) Martin Abrams, The Origins of Personal Data and its Implications for
Governance (Nov. 24, 2014) (unpublished manuscript),
https://papers.sstn.com/sol3/papers.cfim?
abstract_id=2510927[https://perma.cc/9YZ5-FT96]
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(9) Case C-101/01 Lindqvist [2003] E.C.R. 1-12971, P 24; Joined Cases C-
465/00, C-138/01 and C-139/01 Osterreichischer Rundfunk and Others
[2003] E.C.R. 1-4989, P 64; Case C-73/07 Satakunnan Markkinaporssi and
Satamedia [2008] E.C.R. 1-9831, PP 35, 37; Case C-524/06 Huber [2008]
E.C.R. I-9705, P 43; and Case C-553/07 Rijkeboer [2009] E.C.R. I-3889, P
62.

(10) Cases C-141 & 372/12, YS, M and S v. Minister voor Immigratie,
Integratie en Asiel, 2014 E.C.R. I-2081, P 48.
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(11) Case C-434/16, Peter Nowak v. Data Prot. Comm'r, 2017 E.C.R. 1-994, P
60

(12) Cases C-141/12 & 372/12, YS v. Minister voor Immigratie, Integratie en
Asiel, 2014 E.C.R. I-2081, P 44.
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(13) Nadezhda Purtova, The Law of Everything. Broad Concept
of Personal Data and Future of EU Data Protection Law, 10 Law Innovation
& Tech, 2018, p. 28.

(14) Case C-101/01, Criminal Proceedings Against Bodil Lindqvist, 2003
E.CR.1-12992.

(15) Case C-73/07, Tietosuojavaltuutettu v. Satakunnan Markkinaporssi Oy &
Satamedia Oy, 2008 E.C.R. I-09831.

(16) Case C-291/12, Michael Schwarz v. Stadt Bochum, 2013 E.C.R. I-670.

(17) Case C-212/13, Franti hac sek Rynehac s v. Urad pro Ochranu Osobnich
udaju, 2014 E.C.R. [-2428, P 22.

(18) Case C-201/14, Smaranda Bara and Others v. Preedintele Casei Naionale
de Asigurari de Sanatate, 2015 E.C.R. 1-638, P 29.
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(19) Cases C-141/12 & 372/12, YS, M and S v. Minister voor Immigratie,
Integratie en Asiel, 2014 E.C.R. I-2081, P 39, 48.

(20) Cases C-141/12 & 372/12, YS, M and S v. Minister voor Immigratie,
Integratie en Asiel, 2013 E.C.R. I-838, at P 49 n.40.

(21) Case C-434/16, Peter Nowak v. Data Prot. Comm'r, 2017 E.C.R. 1-994, P
55.
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(22) Case C-553/07, College van burgemeester en wethouders van Rotterdam v.
M. E. E. Rijkeboer, 2009 E.C.R. 1-03889, P 49.

(23) Sandra  Wachter &  Brent  Mittelstadt, A  RIGHT TO
REASONABLE INFERENCES:  RE-THINKING DATA PROTECTION
LAW IN THE AGE OF BIG DATA AND Al 2019 COLUM. BUS. L.
REV., 2019, p. 494
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(24) Council of Europe, Case Law of the European Court of Human Rights
Concerning  the  Protection of  Personal Data, T-PD(2017)23
(2017), https://rm.coe.int/case-law-on-data-
protection/1680766992 [https://perma.cc/H4F2-OWVZ].

(25) Alessandro Mantelero, Regulating Big Data. The Guidelines of the Council
of Europe in the Context of the European Data Protection Framework, 33
Comp. L. & Security Rev., 2017, p. 584.
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(26) Alexander Nguyen, Videouberwachung Insensitiven Bereichen, 35
Datenschutz und Datensicherheit,2011, p. 715; Alexander Schiff,
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Besonderer Kategorien personenbezogener Daten, in Datenschutz-
Grundverordnung, 2017, p. 20-21.

(27) Lilian Edwards & Michael Veale, Slave to the Algorithm? Why a "Right to
an Explanation' Is Probably Not the Remedy You Are Looking For, 16
Duke L. & Tech. Rev., 2017- 2018, p. 68.
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(28) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE
INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE
AGE OF BIG DATA AND Al 2019 COLUM. BUS. L. REV., 2019, p. 494

(29) Alexander Nguyen, Videouberwachung Insensitiven Bereichen, 35
Datenschutz und Datensicherheit, 2011, p. 715.

(30) Article 29 Data Prot. Working Party, Advice Paper on Special Categories
of Data ("Sensitive Data"), at 10, Ares (2011) 444105-20/04/2011 (2011),
https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2011
/2011_04 20_letter_ artwp_mme le bail directive 9546ec_annexl en.pdf
[https://perma.cc/FV7G-VVS4].
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(31) Douwe Korff, Comparative Study on Different Approaches to New Privacy
Challenges, in Particular in the Light of Technological Developments 41
(European Comm'n Directorate-General Justice, Freedom and Security,
Working Paper No. 2, 2010).

(32) Alexander Nguyen, Videouberwachung Insensitiven Bereichen, 35
Datenschutz und Datensicherheit, 2011, p.715.

(33) Wim Schreurs. Mireille Hildebrandt, Els Kindt & Michael Vanfleteren,
Cogitas, Ergo Sum., The Role of DataProtection Law and Non-
Discrimination Law in Group Profiling in the Private Sector, in Profiling
the European Citizen, 2008, p. 253.
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(34) Alexander Schiff, Besonderer Kategorien personenbezogener Daten, in
Datenschutz-Grundverordnung, 2017, p. 20-21.

(35) David Lazer, Ryan Kennedy, Gary King & Alessandro Vespignani, The

Parable of Google Flu: Traps in Big Data Analysis, 343 Science, 2014, p.
1203.
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(36) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE
INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE
AGE OF BIG DATA AND AI, 2019 COLUM. BUS. L. REV,, 2019, p.
494,

(37) Regulation (EU) 2016/679 of the European Parliament and of the Council
on the Protection of Natural Persons with Regard to the Processing of
Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC, 2016 O.J. (L 119) 14,"In order to ensure fair and
transparent processing in respect of the data subject, taking into account the
specific circumstances and context in which the personal data are processed,
the controller should use appropriate mathematical or statistical procedures
for the profiling, implement technical and organisational measures
appropriate to ensure, in particular, that factors which resultin
inaccuracies in personal data are corrected and the risk of errors is
minimised, secure personal dataina manner that takes account of the
potential risks involved for the interests and rights of the data subject and
that prevents, inter alia, discriminatory effects on natural persons on the
basis of racial or ethnic origin, political opinion, religion or beliefs, trade
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union membership, genetic or health status or sexual orientation, or that
result in measures having such an effect.".

(38) Article 29 Data Prot. Working Party, Guidelines on Automated Individual
Decision-Making and Profiling for the Purposes of Regulation 2016/679,
17/EN, WP251rev.01, at 19 (Feb. 6, 2018), http://ec.europa.eu/newsroom/
article29/ document.cfm?doc_id=49826

(39) Bart Custers, Simone van der Hof, Bart Schermer, Sandra Appleby-Arnold
& Noellie Brockdorff, Informed Consent in Social Media Use - The Gap

Between User Expectations and EU Personal Data Protection Law, 10
SCRIPTed 435, 2013, p. 445.
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(40) GDPR, art. 22(1). Specifically, "automated decision-making" is defined as
"a decision based solely on automated processing, including profiling,
which produces legal effects concerning him or her or similarly
significantly affects him or her."

(41) Daniel J. Solove, REGULATING BASED ON HARM AND RISK
INSTEAD OF SENSITIVE DATA, 118 Nw. U.L. Rev., 2024, p. 1081.
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(42) GDPR, art. 22(2).
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(43) GDPR, art. 35.
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(44) Cour eur. D.H., 2 aolt 1984, Malone c¢. Royaume-Uni, série A, no 82,
§ 67 ; CJUE, 17 décembre 2015, WebMindLicenses, C-419/14, § 81.
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(46) GDPR, art. 5.
(47) Groupe 29, Avis 03/2013 sur la limitation des finalités, 3 avril 2013.
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(48) GDPR,, Article 5, "1.Personal data shall be: (a) processed lawfully, fairly
and in a transparent manner in relation to the data subject (‘lawfulness,
fairness and transparency’); (b) collected for specified, explicit and
legitimate purposes and not further processed in a manner that is
incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be
incompatible with the initial purposes (‘purpose limitation’); (c) adequate,
relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’); (d) accurate and, where
necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for
which they are processed, are erased or rectified without delay (‘accuracy’);
(e) kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are processed;
personal data may be stored for longer periods insofar as the personal data
will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subject to implementation of the appropriate
technical and organisational measures required by this Regulation in order
to safeguard the rights and freedoms of the data subject (‘storage
limitation”); (f) processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using
appropriate technical or organisational measures (‘integrity and
confidentiality’). 2.The controller shall be responsible for, and be able to
demonstrate compliance with, paragraph 1 (‘accountability’).
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(49) V. Verbruggen, Les Codes commentés. La protection des données,
Bruxelles, Larcier, 2011, p. 55 et 56.

(50) Recommandation no CM/Rec(2015)5 du ler avril 2015 du Comité des
ministres du Conseil de I'Europe sur le traitement des données a caractére
personnel dans le cadre de 'emploi, pt 5.1.

(51) V. Verbruggen, Les Codes commentés. La protection des données,
Bruxelles, Larcier, 2011, p. 55.

(52) Janneke Gerards, The Discrimination Grounds of Article 14 of the

European Convention on Human Rights, 13 Hum. Rts. L. Rev. 99, 2013, p.
114-115.
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(53) Joris van Hoboken, Search Engine Freedom: On the Implications of the
Right to Freedom of Expression for the Legal Governance of Web Search
Engines, 2012, p. 316-332.

(54) GDPR ,Whereas ( 47).
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(55) European Data Prot. Bd,, The European Data Protection Board,
Endorsement 1/2018 (May 25, 2018),
https://edpb.europa.eu/sites/edpb/files /files/news
/endorsement_of wp29 documents.pdf [https://perma.cc/8H9A-RQR3].

(56) Daniel J. Solove, The Limitations of Privacy Rights, 98 NOTRE DAME L.
REV., 2023, p. 975 .
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(57) GDPR , Article 7, "4-When assessing whether consent is freely given,
utmost account shall be taken of whether, inter alia, the performance of a
contract, including the provision of a service, is conditional on consent to
the processing of personal data that is not necessary for the performance of
that contract."

(58) Daniel J. Solove, REGULATING BASED ON HARM AND RISK
INSTEAD OF SENSITIVE DATA, 118 Nw. U.L. Rev., 2024, p. 1081.
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(59) S. Mascetti, A.Montreale, A.Ricciet A.Gerino, « Anonymity :
a comparison between the legal and computer science perspective », in
S. Gutwirth et al. (eds), European Data Protection Coming of
Age, Springer, 2013, pp. 85

(60) CATHY O'NEIL, WEAPONS OF MATH DESTRUCTION: HOW
BIG DATA INCREASES INEQUALITY AND THREATENS
DEMOCRACY, 2016, p. 75-77.

(61) Hideyuki Matsumi, Predictions and Privacy: Should There Be Rules About
Using Personal Data to Forecast the Future?, 48 CUMB. L. REV., 2017, p.
149, 150.
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(62) Brent Daniel Mittelstadt, Patrick Allo, Mariarosaria Taddeo, Sandra
Wachter & Luciano Floridi, The Ethics of Algorithms: Mapping the Debate,
Big Data & Soc'y, July-Dec. 2016, at 1-2.

o Leman a8 il Aalial) il il pall 4 aaaioss Sl asly QYY) Sl G yay (63)
Mo AY pala SV a oYy A Jya il aglaall a2y e gl o), aY)
(Alicia  Solow-Niederman, Information Privacy and the Inference
Economy, 117 NW. U. L. REV., 2022, p. 357, 361.)
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(64) CONSUMER FIN PROT. BUREAU, USING PUBLICLY AVAILABLE
INFORMATION TO PROXY FOR UNIDENTIFIED RACE &
ETHNICITY: A  METHODOLOGY &  ASSESSMENT 3
(2014), https://files.consumerfinance.gov/f/ 201409 _cfpb_report proxy-
methodology.pdf [https://perma.cc/5CY4-NK3L].

(65) Hammaad Adam, Ming Ying Yang, Kenrick Cato, loana Baldini, Charles
Santeio, Leo Anthony Celi, Jiaming Zeng, Moninder Singh & Marzyeh
Ghassemi, Write It Like You See It: Detectable Differences in Clinical
Notes by Race Lead to Differential Model Recommendations, PROC.
AAAT/ACM CONF. ON Al ETHICS, & SOC., 2022, p. 14.

(66) Wu Youyou, Michal Kosinski & David Stillwell, Computer-Based
Personality Judgments Are More Accurate Than Those Made by Humans,
112 PNAS, 2015, p. 1036.
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(67) Christopher Kuner, Fred H. Cate, Christopher Millard & Dan Jerker B.
Svantesson, The Challenge of "BigData" for Data Protection, 2
Int'l Data Privacy L., 2012, p. 47.

(68) Jose Gonzalez Cabanas, Angel Cuevas & Ruben Cuevas, Facebook Use
of Sensitive Data for Advertising in Europe (Feb. 14, 2018) (unpublished
manuscript), https://arxiv.org/abs/1802.05030 [https://perma. cc/V2C8-
FY3W].

(69) Tal Z. Zarsky, Incompatible: The GDPR in the Age of Big Data, 47
SETON HALL L. REV., 2017, p. 995, 1013.
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(70) Paul  Quinn &  Gianclaudio  Malgieri, The  Difficulty  of
Defining Sensitive Data the Concept of Sensitive Data in the
EU Data Protection Framework, 22 GERMAN L.J., 2021, p. 1591.

(71) Paul Ohm, Sensitive Information, 88 S. CAL. L. REV., 2015, p. 1125,
1170.

(72) Joanne Hinds & Adam N. Joinson, What Demographic Attributes Do Our
Digital Footprints Reveal? A Systematic Review, 13 PLOS ONE, 28
Nov.,2018, at 1, 5.
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(73) le rapport explicatif du Conseil de I’Europe (p. 10, no 19) qui note trés
justement : « Des données en apparence anonymes, car non assorties d’un
¢élément d’identification évident, peuvent néanmoins, dans certains cas (ne
nécessitant pas des délais, activités ou ressources déraisonnables) permettre
I’identification d’une personne. C’est notamment le cas lorsque la
combinaison de différents types de données, telles
des données physiques, physiologiques, génétiques, €économiques ou
sociales (combinaison de données relatives a 1’age, le sexe, 1’activité
professionnelle, la géolocalisation, la situation de famille, etc.), permet au
responsable du traitement, ou a toute autre personne, d’identifier la
personne concernée. Dans pareille situation, les données ne sauraient &tre
considérées comme anonymes et sont couvertes par les dispositions de la
Convention ».
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(74) A. Rouvroy, L’homo juridicus est-il soluble dans
les données ? », D.,2019, p. 428.

(75) Daniel J. Solove, REGULATING BASED ON HARM AND RISK
INSTEAD OF SENSITIVE DATA, 118 Nw. U.L. Rev., 2024, p. 1081.
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(76) Viktor Mayer-Schonberger, Delete: The Virtue of Forgetting in the Digital
Age, 2009.& Brent Daniel Mittelstadt & Luciano Floridi, The Ethics of
Big Data: Current and Foreseeable Issues in Biomedical Contexts, 22 Sci.
& Engineering Ethics, 2016, p. 303.

(77) Mireille Hildebrandt, Profiling: From Data to Knowledge, 30 Datenschutz
und Datensicherheit, 2006, p. 548.
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(78) Alessandro Mantelero & Giuseppe Vaciago, Data Protection in a Big Data
Society. Ideas for a Future Regulation, 15 Digital Investigation, 2015, p.
104.

(79) Alessandro Mantelero, Personal Data for Decisional Purposes in the Age of
Analytics: From an Individual to a Collective Dimension
of Data Protection, 32 Computer L. & Security Rev., 2016, p. 238.

(80) Solon Barocas & Andrew D. Selbst, Big Data's Disparate Impact, 104
Calif. L. Rev., 2016, p. 671.
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(81) Céline Castets-Renard , Bréve analyse du réglement général relatif a la
protection des données personnelles, Dalloz, IP/IT, 2016, p. 331.

(82) Brent Daniel Mittelstadt & Luciano Floridi, The Ethics of Big Data:
Current and Foreseeable Issues in Biomedical Contexts, 22 Sci. &
Engineering Ethics, 2016, p. 304; Tal Z. Zarsky, Understanding
Discrimination in the Scored Society, 89 Wash. L. Rev., 2014, p. 1375.

(83) Danielle Keats Citron & Frank Pasquale, The Scored Society: Due Process
for Automated Predictions, 89 Wash. L. Rev., 2014, p. 4; Peter Grindrod,
Beyond Privacy and Exposure: Ethical Issues Within Citizen-Facing
Analytics, Phil. Transactions Royal Soc'y A, Dec. 28, 2016, at 10-12.

(84) Brent Mittelstadt, From Individual to Group Privacy in Big Data Analytics,
30 Phil. & Tech., 2017, p. 475, 476.
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(85) Brent Daniel Mittelstadt & Luciano Floridi, The Ethics of Big Data:
Current and Foreseeable Issues in Biomedical Contexts, 22 Sci. &
Engineering Ethics, 2016, p. 306.

(86) Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explainable
Machines, 87 Fordham L. Rev., 2018, p. 1085.
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(87) Paul Ohm, The Fourth Amendment in a World Without Privacy, 81 Miss.
LJ., 2012, p. 1316-18;& see also Pauline T. Kim, Data-Driven
Discrimination at Work, 58 Wm. & Mary L. Rev., 2017, p. 857.

(88) Luciano Floridi, The Informational Nature of Personal Identity, 21 Minds
& Machines, 2011, p. 549, 550.

(89) Brent Mittelstadt, From Individual to Group Privacy in Big Data Analytics,
30 Phil. & Tech., 2017, p. 482.

(90) Luciano Floridi, Four Challenges for a Theory of Informational Privacy, 8
Ethics & Info. Tech., 2006, p. 109.
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(1) Omer Tene & Jules Polonetsky, Big Data for All: Privacy and User Control
Control in the Age of Analytics, 11 Nw. J. Tech. & Intell. Prop., 2013, p.
239.

(2) Article 29 Data Prot. Working Party, Opinion 03/2013 on Purpose
Limitation, at 47, 00569/13/EN, WP203 (Apr. 2,
2013), https://ec.europa.eu/justice/article-29/ documentation/opinion-
recommendation/files/2013/wp203_ en.pdf [https://perma.cc/X6PC-825X].

(3) European Data Prot. Supervisor, EDPS Opinion on Online Manipulation
and  Personal Dataat 5, 8-16, Opinion 3/2018 (Mar. 19,
2018), https://edps.europa .eu /sites /edp /files/publication/18-03-
19 online_manipulation_en.pdf [https://perma .cc/ 3KJ6-VSUD].

(4) Johnny Ryan, Regulatory Complaint Concerning Massive, Web-Wide
Data Breach by Google and Other "Ad Tech" Companies Under Europe's
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(37) GDPR, art. 4(11).‘consent’ of the data subject means any freely given,
specific, informed and unambiguous indication of the data subject's wishes
by which he or she, by a statement or by a clear affirmative action, signifies
agreement to the processing of personal data relating to him or her;

(38) GDPR, art. 9(2- a), " the data subject has given explicit consent to the
processing of those personal data for one or more specified purposes, except
where Union or Member State law provide that the prohibition referred to in
paragraph 1 may not be lifted by the data subject”.

(39) Paul Quinn & Gianclaudio Malgieri, The Difficulty of Defining Sensitive
Data the Concept of Sensitive Data in the EU Data Protection Framework,
22 GERMAN L.J., 2021, p. 1601.

(40) GDPR, art 9(4).
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(47) Céline Castets-Renard , Bréve analyse du réglement général relatif a la
protection des données personnelles, Dalloz, IP/IT, 2016, p. 331.
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(48) GDPR, art. 7(2).
(49) GDPR, art. 7(4).
(50) GDPR, art. 7(3).
(51) GDPR, art. 7(1).
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(52) Christiane Féral-Schuhl, Les données a caractére personnel, Livre 1,
Dalloz, 2020-2021.

Apaddl) Glild) dea Ly Yo dnd (V0)) @i, o5l e () 4/0) 30kl (OF)

Aopadtl) il dles Ly Yo dad (V0)) B ol (e (8)) 30l (02)

1Y, 4 sl (rigdlall Sgoedl e



Olalu sy daw ytosw 7 (Y+YE 92393 ) M adall

ixall (oA ) A8 ga elaiinl By paa (B oan il 3G e a2 ) e
O a¥) 128 Callay ¥ a8 Al lild) e YY) Jlae 8 4l V) el
Llls Loy Jisenall 2l 58l (385 s lall alil

Luloal) bl dadles 5 pan cillee poadi L Lille asl @l iy i g
T s gl 5 JS 488 gall g L )l a1 535 5 5 pea o sy Lo 98 5 dpdie B
G A g ye AilSay Aallail) ol oty cclibndly mal) il U8 e
s eobld) e aBlaill a8 B ge 4p8lad 3 g Slaie] f sie o)yl agdail callady
33V 50 Ul (e 2 3 Laa (O jlia dpanaii ae ) g8l muady ial) 138 (4 @l
VAl 4y ) b

A lall Aleall el pe by e VYL Gillee o585 28 Laiy
el Las ¢ jreaall A gean o datal) bl Jie echlila) dlas Calag s 5 jaall
U jre pre (B uall aa 28 LaS ((Grane S0 A58 gall 28 olifiu) 555 juta Leaa
Gl amy Juagill a3 o5 a (Brase S0 L e die dui Lo YY) dais
LYYyl el JMA e Al Glild

(55) GDPR, art. 28.

(56) Céline Castets-Renard , Bréve analyse du réglement général relatif a la
protection des données personnelles, Dalloz, IP/IT, 2016, p. 331.
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(57) Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the Protection of Natural Persons with Regard to the
Processing of Personal Data and on the Free Movement of Such Data, and
Repealing Directive 95/46/EC (General Data Protection Regulation), 2016
0.J. (L119).

(58) Report on the Proposal for a Directive of the European Parliament and of
the Council on Certain Aspects Concerning Contracts for the Supply of
Digital Content, Nov. 27, 2017, Eur. Parl. Doc. A8-0375/2017,
http://www.europarl.europa. eu/ sides /getDoc.do?pubRef=-
//EP//NONSGMLAREPORT+A8-2017-0375+0+DOC+PDF+
VO//EN [https://perma.cc/DL8P-TBEN].
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(60) Article 29 Data Prot. Working Party, Advice Paper on Special Categories
of Data ("Sensitive Data"), at 10, Ares(2011)444105-20/04/2011 (2011),
https://ec. europa.eu/justice/article-29/documentation/other-
document/files/2011/2011_04 20 letter artwp mme le bail directive

_9546ec_annex]1_en.pdf [https://perma.cc/FV7G-VVS4].

(61) Sebastian Schulz, Verarbeitung besonderer Kategorien personenbezogener
Daten, in Datenschutz-Grundverordnung VO (EU) 2016/679, 2017, p. 11-
12
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(62) Article 29 Data Prot. Working Party, Advice Paper on Special Categories
of Data ("Sensitive Data"), at 10, Ares(2011)444105-20/04/2011 (2011),

https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2011/2011

04 20 letter artwp _mme le bail directive 9546ec_annex1 en.pdf
[https://perma.cc/FV7G-VVS4].

(63) Article 29 Data Protection Working Party, Advice Paper on Special
Categories of Data ("Sensitive Data"), at art. 8(1)
(2011), https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2011/2011_04 20 letter artwp mme le bail directive 954

6ec_annex1_en.pdf [https://perma.cc/R53R-NXVK] (noting
that sensitive data includes  "not  only data which by its nature
contains sensitive information . but also data from

which sensitive information with regard to an individual can be
concluded").
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(64) Tal Z. Zarsky, Incompatible: The GDPR in the Age of Big Data, 47
SETON HALL L. REV., 2017, p. 1013.

(65) Article 29 Data Protection Working Party, Guidelines on Automated
Individual = Decision-Making and Profiling for the Purposes
of Regulation 2016/679, at art. 9, 17/EN WP251rev.01 (2018),
https://ec.europa.eu/newsroom/article29/items/612053/ en
[https://perma.cc/Y W6D-87ED].

(66) Annex Health Data in Apps and Devices, at 1, 2, Article 29 Data Protection
Working Party, (2015), https://ec.europa.eu/justice/article-
29/documentation/other-
document/files/2015/20150205_ letter art29wp_ec_health data_after
plenary _annex_en.pdf [https://perma.cc/FZ4M-ULRE].
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(67) Daniel J. Solove, REGULATING BASED ON HARM AND RISK
INSTEAD OF SENSITIVE DATA, 118 Nw. U.L. Rev., 2024, p. 1081

(68) Annex Health Datain Apps and Devices, at 1, 2, Article
29 Data Protection Working Party,
(2015), https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2015/20150205_ letter art29wp_ec_health_data_after
plenary annex_en.pdf [https://perma.cc/FZAM-ULRE].

(69) Article 29 Data Prot. Working Party, Advice Paper on Special Categories
of Data ("Sensitive Data"), at 6, Ares(2011)444105-20/04/2011 (2011),
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https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2011/2011_04_20_letter artwp mme_le bail directive

_9546ec_annex1_en.pdf [https://perma.cc/FV7G-VVS4].

(70) Article 29 Data Protection Working Party, Guidelines on Automated
Individual  Decision-Making and Profiling for the Purposes
of Regulation 2016/679, at art. 9, 17/EN WP251rev.01 (2018),
https://ec.europa.ecu/newsroonvarticle29/items /612053/
en [https://perma.cc/YW6D-87ED].

(71) CJEU - C-184/20 - Vyriausioji Tarnybinés Etikos Komisija, 2022 E.C.R
117.
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(72) Paul Quinn &  Gianclaudio  Malgieri, The  Difficulty  of
Defining Sensitive Data the Concept  of Sensitive Datain  the
EU Data Protection Framework, 22 GERMAN L.J., 2021, p. 1591.

(73) Sandra Wachter & Brent Mittelstadt, A Right to Reasonable Inferences:
Re-Thinking Data Protection Law in the Age of Big Data and AI, COLUM.
BUS. L. REV., 2019, p. 494.
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(74) Article 29 Data Prot. Working Party, Opinion 06/2014 on the Notion of
Legitimate Interests of the Data Controller Under Article 7 of Directive
95/46/EC, 844/14/EN WP 217 (Apr. 9,
2014), https://ec.europa.eu/justice/article-29/  documentation  /opinion-
recommendation/files/2014/wp217_en.pdf [https://perma .cc/J3P5 -GUL2].

(75) Norbert Nolte & Christoph Werkmeister, Recht auf Loschung ("Recht auf
Vergessenwerden"), in Datenschutz-Grundverordnung VO (EU) 2016/679,
2017, at 47-48
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(76) European Data Prot. Bd., Statement 2/2019 on the Use of Personal Data in
the Course of Political Campaigns (Mar. 13, 2019), https://edpb.curopa.
eu/sites /edpb /files/files/file1/edpb-2019-03-13-statement-on-
elections_en.pdf [https://perma.cc/5BS2-4VIJE].

(77) GDPR, art art. 22.
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(78) Tal Z. Zarsky, Incompatible: The GDPR in the Age of Big Data, 47 Seton
Hall L. Rev, 2017, p. 995.
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(79) GDPR, art. 13(1).

(80)Article 29 Data Prot. Working Party, Guidelines on
the Right to Data Portability, 16/EN, WP242rev.01, at 10 (Dec. 13, 2016),
https://ec.europa.eu/newsroom /document.cfm?doc_id=44099

(81) GDPR, art.( 13- 14).
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(82) GDPR, art. 14(1).
(83) GDPR, art 14 (2).
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(86) GDPR, art. 16, " The data subject shall have the right to obtain from the
controller without undue delay the rectification of inaccurate personal data
concerning him or her. Taking into account the purposes of the processing,
the data subject shall have the right to have incomplete personal data
completed, including by means of providing a supplementary statement."
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(88) Gianclaudio Malgieri, Property and (Intellectual) Ownership of Consumers'
Information: A New Taxonomy for Personal Data, 4 PinG Privacy in Ger.,
2016, p. 133.

(89)Hans-Georg Kamann and Martin Braun, Recht auf Berichtigung, in
Datenschutz-Grundverordnung Bundesdatenschutzgesetz, 2017, p. 20-21
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(90) Joris van Hoboken, Search Engine Freedom: On the Implications of
the Right to Freedom of Expression for the Legal Governance of Web
Search Engines, 2012, p. 316.

(91) GDPR, art. 17 (1).
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(92) Norbert Nolte & Christoph Werkmeister, Recht auf Loschung ("Recht auf
Vergessenwerden"), in Datenschutz-Grundverordnung VO (EU) 2016/679,
2017, at 47-48.

A g o AlaT Al 0 draddl) L g 8 Al dadln teal dens Jatia 3 (AY)

Apalai®y g 4 ) il Hall Aae g Y aSlaall alSal g gy sY1 AWl bl 4laa

VY Ga YOIV oY aae of alae ccilabadl e daala o5 sial) 24IS

(94) Norbert Nolte & Christoph Werkmeister, Recht auf Loschung ("Recht auf

Vergessenwerden"), in Datenschutz-Grundverordnung VO (EU) 2016/679,
2017, p.48.
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(95) Gianclaudio Malgieri, Trade Secrets v. Personal Data: A Possible Solution
for Balancing Rights, 6 Int'l Data Privacy L., 2016, p. 102.

(96) GDPR, art. 17 (2).
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the Law Working Paper, 2017).

(121) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE
INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE
AGE OF BIG DATA AND Al 2019 COLUM. BUS. L. REV,, 2019, p.
494,
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(122) Brent Mittelstadt, Chris Russell & Sandra Wachter, Explaining
Explanations in Al, in FAT "19: Conference on Fairness, Accountability,
and Transparency (FAT '19), January 2019, p. 29-31.

(123) Mireille Hildebrandt, Primitives of Legal Protection in the Era of Data-
Driven Platforms, 2 Geo. L. Tech. Rev., 2018, p. 252, 271.
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(124) Sandra Wachter & Brent Mittelstadt, A RIGHT TO REASONABLE
INFERENCES: RE-THINKING DATA PROTECTION LAW IN THE
AGE OF BIG DATA AND AlI, 2019 COLUM. BUS. L. REV., 2019, p. 494
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(125) Cases C-141/12 & 372/12, YS v. Minister voor Immigratie, Integratie en
Asiel, 2014 E.C.R. 1-2081, PP 45-46.

(126) Case C-553/07, College van burgemeester en wethouders van Rotterdam
v. M. E. E. Rijkeboer, 2009 E.C.R. 1-3889, PP 51-52.
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(127) Douwe Korff, The Proposed General Data Protection Regulation:
Suggested Amendments to the Definition of Personal Data, EU Law
Analysis (Oct. 15, 2014), http://eulawanalysis.blogspot.com/2014/10/the-
proposed-general-data-protection.html [https://perma.cc/SRY9-JDWS];
Robert Madge, Five Loopholes in the GDPR, Medium (Aug. 27,
2017), https://medium.com/mydata/five-loopholes-in-the-gdpr-
367443¢c4248D [https://perma.cc/LSEM-8YPM]

(128) Serge Gutwirth & Paul De Hert, Regulating Profiling in a Democratic
Constitutional State, in Profiling the European Citizen, 2008, 275.
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(129) GDPR,Whereas (146)," The controller or processor should compensate
any damage which a person may suffer as a result of processing that
infringes this Regulation. The controller or processor should be exempt
from liability if it proves that it is not in any way responsible for the
damage. The concept of damage should be broadly interpreted in the light
of the case-law of the Court of Justice in a manner which fully reflects the
objectives of this Regulation. This is without prejudice to any claims for
damage deriving from the violation of other rules in Union or Member State
law. Processing that infringes this Regulation also includes processing that
infringes delegated and implementing acts adopted in accordance with this
Regulation and Member State law specifying rules of this Regulation. Data
subjects should receive full and effective compensation for the damage they
have suffered. Where controllers or processors are involved in the same
processing, each controller or processor should be held liable for the entire
damage. However, where they are joined to the same judicial proceedings,
in accordance with Member State law, compensation may be apportioned
according to the responsibility of each controller or processor for the
damage caused by the processing, provided that full and effective
compensation of the data subject who suffered the damage is ensured. Any
controller or processor which has paid full compensation may subsequently
institute recourse proceedings against other controllers or processors
involved in the same processing."
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(130) GDPR, art. 82, "1.Any person who has suffered material or non-material
damage as a result of an infringement of this Regulation shall have the right
to receive compensation from the controller or processor for the damage
suffered. 2.Any controller involved in processing shall be liable for the
damage caused by processing which infringes this Regulation. A processor
shall be liable for the damage caused by processing only where it has not
complied with obligations of this Regulation specifically directed to
processors or where it has acted outside or contrary to lawful instructions of
the controller. 3.A controller or processor shall be exempt from liability
under paragraph 2 if it proves that it is not in any way responsible for the
event giving rise to the damage. 4.Where more than one controller or
processor, or both a controller and a processor, are involved in the same
processing and where they are, under paragraphs 2 and 3, responsible for
any damage caused by processing, each controller or processor shall be held
liable for the entire damage in order to ensure effective compensation of the
data subject. 5.Where a controller or processor has, in accordance with
paragraph 4, paid full compensation for the damage suffered, that controller
or processor shall be entitled to claim back from the other controllers or
processors involved in the same processing that part of the compensation
corresponding to their part of responsibility for the damage, in accordance
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with the conditions set out in paragraph 2. 4.5.2016 L 119/81 Official
Journal of the European Union EN 6.Court proceedings for exercising the
right to receive compensation shall be brought before the courts competent
under the law of the Member State referred to in Article 79(2)."
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(135) CEDH 4 déc. 2008, S.et Marper ¢/ Royaume-Uni, req.
nos 30562/04 et 30566/04, § 103. — CEDH 18 sept. 2014, Brunet ¢/ France,
req. no 21010/10, § 35).
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(141) Céline Castets-Renard , Bréve analyse du réglement général relatif a la
protection des données personnelles, Dalloz, IP/IT, 2016, p. 331.
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(142)GDPR, Art. 5, § ler, a.

(143) C. Cadwalladr et E. Graham-Harrison, « Revealed : 50 million Facebook
profiles harvested for Cambridge Analytica in major data breach », The
Guardian, 17 mars 2018.
https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-
facebook- influence-us-election ; M. Rosenberg, N. Confessore et
C. Cadwalladr, « How Trump Consultants Exploited the Facebook Data of
Millions », The New York Times, 17 mars 2018,
https://www.cnil.fr/fr/affaire-cambridge-analytica-facebook ; CNIL,
« Affaire Cambridge Analytica/Facebook », 12 avril 2018,
https://www.cnil.fr/fr/affaire- cambridge-analytica-facebook.

(144) E. Degrave, « Le Réglement général sur la protection des données et le
secteur public », Rev. Droit communal, 2018, p.4-5. Egal. Groupe 29,
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(145) Groupe 29, Opinion 03/2013 on purpose limitation, WP 203, 2 avril 2013,
p. 11-12.
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(159) GDPR,art. 82 (3), " A controller or processor shall be exempt from

liability under paragraph 2 if it proves that it is not in any way responsible

for the event giving rise to the damage."
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(165) Art. 1170  (Ord. no 2016-131 du 10 févr. 2016, art. 2, en vigueur le
leroct. 2016) Toute clause qui prive de sa substance I'obligation
essentielle du débiteur est réputée non écrite.

(166) Ph. Jestaz, L'obligation et la sanction: A la recherche de l'obligation
fondamentale: in Ph. Jestaz, Autour du droit civil. Ecrits dispersés, idées
convergentes, Dalloz, 2005, p. 325.

(167) Cour de cassation, Troisiéme chambre civile, 23 mai 2013, n°® 12-11.652.
& Cour de cassation, Chambre commerciale, 13 février 2007, n°® 05-17.407.
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(168) Cour de cassation, Chambre commerciale, 9 juin 2009, n° 08-10.350.

(169) Cour de cassation, Deuxiéme chambre civile,12 octobre 2023, n° 22-
13.759.

(170) Cour de cassation, Deuxiéme chambre civile, 1 décembre 2022, n® 21-
19.342.
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(171) GDPR, art. 82 (2), "Any controller involved in processing shall be liable
for the damage caused by processing which infringes this Regulation. A
processor shall be liable for the damage caused by processing only where it
has not complied with obligations of this Regulation specifically directed to
processors or where it has acted outside or contrary to lawful instructions of
the controller."
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(177) GDPR, art. 82 (4), " Where more than one controller or processor, or both

a controller and a processor, are involved in the same processing and where

they are, under paragraphs 2 and 3, responsible for any damage caused by

processing, each controller or processor shall be held liable for the entire
damage in order to ensure effective compensation of the data subject.”
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(180) GDPR, art. 28 (1).
(181) GDPR, art. 28 (2).
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(182) GDPR, art. 28 (4).
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(184) Laurence Legris, Larcier Le Data Protection Officer, La désignation
d’un DPO, Dalloz, 2020.
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(1) Céline Castets-Renard , Bréve analyse du réglement général relatif a la
protection des données personnelles, Dalloz, IP/IT, 2016, p. 331.
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(1) CJUE 4 mai 2023, no C-300/21.

(2) Laurence Legris, Larcier Le Data Protection Officer, La désignation
d’un DPO, Dalloz, 2020.

(3) Regulation (EU) 2016/679 of the European Parliament and of the Council on
on the Protection of Natural Persons with Regard to the Processing

of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC, 2016 O.J. (L 119) art. 28 (4).
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(1) GDPR, art. 28 (3).
(2) Laurence Legris, Larcier Le Data Protection Officer, La désignation
d’un DPO, Dalloz, 2020.

(3) GDPR, art. 26 (1-2).
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(4) GDPR, Whereas (79).

(5) Regulation (EU) 2016/679 of the European Parliament and of the Council on
on the Protection of Natural Persons with Regard to the Processing
of Personal Data and on the Free Movement of Such Data, and Repealing
Directive 95/46/EC, 2016 O.J. (L 119) art. 82 (5), " Where a controller or
processor has, in accordance with paragraph 4, paid full compensation for
the damage suffered, that controller or processor shall be entitled to claim
back from the other controllers or processors involved in the same
processing that part of the compensation corresponding to their part of
responsibility for the damage, in accordance with the conditions set out in
paragraph 2."
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