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Abstract

Virtual currencies are the money of the present and the
future, and they play a major role in many criminal crimes, due to
their widespread use in all aspects of life by virtue of their inclusion
of all the functions of money, and this results in the occurrence of
many criminal crimes, both traditional ones, such as: theft, forgery,
and money laundering. Money, fraud; Or new ones that have been
recently criminalized by the legislator, such as hacking electronic

wallets, and crimes related to mining virtual currencies.

In our research, we will present the definition of virtual
currencies, their types, and the technology used in their production,
block chain technology. We will also present the division of crimes
associated with virtual currencies, which are divided into crimes
that occur against the currencies themselves, and crimes that occur
against electronic wallets that are used to save and trade virtual

currency codes.

The importance of this issue lies in the danger of leaving
virtual currencies without criminal regulation. Due to its special
nature and the many advantages associated with it, namely the
difficulty of tracking and the ease and speed of transferring money,

it is used to facilitate illegal darknet transactions, and as an
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intermediary in many illegal actions that constitute criminal crimes,
such as financing terrorist operations, arms and drug trafficking,
and money laundering. It can be used through... Legalizing virtual
currencies, establishing foundations and controls for them, and
controlling, reducing and combating the crimes associated with

them.

The problem of the topic revolves around a main problem,
which is: What is the face of criminal protection for virtual
currencies, which in turn gives rise to a group of sub-problems
represented in: The extent of the legality of dealing in virtual
currencies? Which is better for countries to combat virtual currency
crimes: recognizing these currencies or criminalizing them? Can
virtual currencies be counterfeited? What is the impact of virtual
currencies on money laundering crime? How do virtual currencies

contribute to financing terrorism, arms and drug tradef

We concluded several results, including: The spread of
virtual currencies has resulted in the emergence of many new
criminal crimes, and economic courts are specialized in looking
into virtual currency crimes, and virtual currencies can be the

subject of money crimes, so the crime of theft and fraud occurs.
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And several recommendations, including: the importance of
legalizing the status of virtual currencies, the need for legislative
intervention to enact deterrent penalties for crimes related to them,
the use of modern technologies that are used to track the movement
of virtual currencies to detect suspicious patterns of them, and
tightening control over the financial and banking sector in the
country through the use of modern technology, and the introduction

of technology. Blockchain if possible

Keywords: virtual currency crimes, electronic money

laundering, electronic terrorist financing, Bitcoin, blockchain.
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3) Vejacka, Martin, Basic concepts about virtual currencies, Journal of
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legal status of currency or money, but is accepted by natural or legal persons
as a means of exchange and which can be transferred, stored and traded
electronically.
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OF THE COUNCIL, Article 1, Amendments to Directive (EU) 2015/849.
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1) The anonymity of virtual currencies allows their potential misuse for criminal
purposes. The inclusion of providers engaged in exchange services between
virtual currencies and fiat currencies and custodian wallet providers will not
entirely address the issue of anonymity attached to virtual currency
transactions, as a large part of the virtual currency environment will remain
anonymous because users can also transact without such providers. To
combat the risks related to the anonymity, national Financial Intelligence
Units (FIUs) should be able to obtain information allowing them to
associate virtual currency addresses to the identity of the owner of virtual
currency. In addition, the possibility to allow users to self-declare to
designated authorities on a voluntary basis should be further assessed.
DIRECTIVE (EU) 2018/843 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL, p. 9.
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Cynthia Dion-Schwarz, David Manheim, Patrick B. Johnston, Terrorist use of
cryptocurrencies technical and organizational barriers and future threats, 2019,
p 29.

1) Gabriel Weimann, Going Darker? the challenge of Dark Net Terrorism,
Wilson center, 2018, p 7.
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Dan Mangan, New York woman pleads guilty to using bitcoin to launder money

for terror group ISIS, 2018. Online: https://www.cnbc.com/2018/11/26/new-

york-woman-pleads-guilty-to-using-bitcoin-to-launder-money-for-isis.html

1) Colin Harper, no, Isis Is Not Using Bitcoin to Hide $300 Million, 2020.
Online:

https://www.forbes.com/sites/colinharper/2020/05/23/no-isis-is-not-using-
bitcoin-to-hide-300-million/?sh=5b71109379¢e
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(29) in Article 47, paragraph 1 is replaced by the following: ‘1. Member States
shall ensure that providers of exchange services between virtual currencies
and fiat currencies, and custodian wallet providers, are registered, that
currency exchange and cheque cashing offices, and trust or company service
providers are licensed or registered, and that providers of gambling services
are regulated.
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