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Abstract:

The study addresses the topic of cloud storage from both
legal and technical perspectives. It explores the concept of cloud
storage, highlighting its technical and legal dimensions, along with

the historical evolution of related legislation.

The study addresses the topic of cloud storage from a legal
and technical perspective. It reviews the concept of cloud storage,
highlighting the technical and legal dimensions, and the historical
development of cloud storage legislation. The study examines the
legal regulation in the "European Union through the General Data
Protection Regulation (GDPR)", which is considered an advanced
model in personal data protection and security assurance. It also
reviews the current laws in both Kuwait and Egypt, shedding light
on legislative shortcomings and the main challenges facing the
regulation of cloud storage services, such as data sovereignty and

cross-border data transfer.

Through a comparison of the three legal frameworks, the
study reveals differences in the level of protection and regulation
among them, calling for the adoption of unified legal strategies to
enhance security and privacy in cloud storage. It provides

recommendations for developing laws in line with international
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frameworks, considering the economic and social differences in
Kuwait and Egypt. The study concludes that collaboration between
governments and private entities is crucial to enhancing
cybersecurity and updating legislation to ensure data protection in

the digital transformation era.

Keywords: Storage Infrastructure - Cybersecurity - General Data

Protection Regulation - Privacy.
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Research and Development, Vol 11. Iss 3. P 176. ISSN: 2394-9333

Yy A3LaB g huusgdlall Srgoedl Ml



eiall das Yus 75 (alxtl (Y-Y0 gu3g2) 4Y adall

3 ead (o Ulaa Leiy 135 (e Uy sl Ciladd 50550 W s basmy palsa e
Oyl

Gl Aty s Y A e ULl ) gaa sl sy laaadl (o ja
Ll pyadl Glaagalid amidl ey ad e Glag(data e
A g par () 0 AT Gaaly A8 e e A35 e (el ey Le ¢paadiivally
= 3 sl Sl Ja s ada ) e o Danl) (Sad Cua A G (e aillnd g
SYEDY S POR N PR PENY KV PR NON | JEIN IO NN YR S -t PR PR P P
& e J< Lale Jadl 5 4 sy bl Jals Y rual y 4le glaa () J saca sl
by s Aali¥) 3 Las ¢ 3308 (il el ana s Loga cdania (Sl (g
Al G pAal) aen (el ) ddlaYls LS s Lalissl ST Jae 44 B8 8
b gl JUaal e QU8 Le eculibndl 6l dabsia ) goui s e (e dlle Ol siase
Dby Lad 431 pan 540 Jias (Dcaldl

(1) Ibid. PP 176 — 180.

(2) Zephrina C. & J Bhuvana. (2024). Revolutionizing Cloud Storage Security:
Searchable Public-Key Encryption. International Journal of Innovative

Research in Computer and Communication Engineering. Vol 12. Iss 3. PP
1883 — 1888. https://doi.org/10.15680/ijircce.2024.1203085.

(3) V.G, P.A. (2024). SecurcLaw Portal: Empowering Citizens with
Transparent Legal Records via Blockchain and Cloud eVault.
INTERANTIONAL JOURNAL OF SCIENTIFIC RESEARCH IN
ENGINEERING AND MANAGEMENT. Vol 8. Iss 12. ISSN: 2582-3930.
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(1) Manju K. Mathai & Juby Mathew. (2024). Chapter Cloud storage
(Implementing a third-party public auditing scheme). In Book Research
Advances in Network Technologies. Taylor & Francis Group. 1st Edition.
PP 18 and beyond. E-ISBN9781003433958.
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(1) Babu M.R., Nikhitha T., Naheeda S., Kethan S., Sainath P. & Jaswanth,

V.

(2023). A Secure Data Dynamics and Public Auditing Scheme for Cloud
Storage. In: Choudrie J., Mahalle P.N. Perumal T., Joshi A. (eds) IOT with
Smart Systems. ICTIS 2023. Lecture Notes in Networks and Systems.
Springer, Singapore. Vol 720. PP 217-228. https://doi.org/10.1007/978-

981-99-3761-5_21.

(2) G. M., et. al. (2021). A Comprehensive Analysis on Efficient Multimedia
Storage Mechanism In Public Cloud Environment With Secured Access.
Turkish Journal of Computer and Mathematics Education (TURCOMAT).

Vol 12. Iss 5. PP 1273 — 1280. doi: 10.1007/978-981-99-3761-5 21.
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(1) Noopur Malse, Aditya Lad, Atharv Mandpe & Nishant Lanjewar. (2024).
Developing a Secure Private Cloud Storage System. International Journal
for Research in Applied Science & Engineering Technology (IJRASET).
Vol 12. Iss XI. PP 1419 - 1425.
https://doi.org/10.22214/ijraset.2024.65348.

(2) Maha A. Sayal. (2023). Private Storage Cloud for Facilitate the Functions of
Organizations. International Journal of Information Technology &
Computer  Engineering. Vol 3. Iss 6. PP 43 — 51,
https://doi.org/10.55529/ijitc.36.43.51.

(3) Meiditra I, Yuhandri & Sumijan. (2023). ANALISIS DAN
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(INTRUSION PREVENTION SYSTEM) STUDI KASUS DINAS
KOMUNIKASI DAN INFORMATIKA KOTA PADANG PANJANG.
Riau Journal of Computer Science (RJOCS). Vol 9. Iss 2. PP 124 — 133.
https://doi.org/10.30606/rjocs.v9i2.1781.
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(1) G. M., et. al. (2021). A Comprehensive Analysis on Efficient Multimedia
Storage Mechanism In Public Cloud Environment With Secured Access.
Op. cit. PP 1273 — 1280

(2) Debarpita Dutta. (2024). Secure Storage on Cloud using Hybrid
Cryptography. International Journal of Advanced Research in Science,
Communication and Technology. Vol 4. Iss 1. PP 62 -75. DOI:
10.48175/IJARSCT-18707.

(3) S. HR & T. S. (2021). A Hybrid Cloud Approach for Efficient Data Storage
and Security. 2021 6th International Conference on Communication and
Electronics Systems (ICCES). Coimbatre, India. PP 1072 — 1076. doi:
10.1109/ICCES51350.2021.9488938.
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(1) Nagappan Mageshkumar, J. Swapna, A. Pandiaraj, R. Rajakumar, Moez
Krichen & Vinayakumar Ravi. (2023). Hybrid cloud storage system with
enhanced multilayer cryptosystem for secure deduplication in cloud.
International Journal of Intelligent Networks. Vol 4. PP 301-309. ISSN

2666-6030. https://doi.org/10.1016/j.ijin.2023.11.001.
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(1) Q. Dong J. Tang S. Dang G. Chen & J. A. Chambers. (2023). Blockchain-
Assisted Reputation Mechanism for Distributed Cloud Storage," in IEEE
Systems Journal. Vol 17. Iss 4. PP 6334 — 6345. doi
10.1109/JSYST.2023.3277194.

(2) Meesala Sravani & Meesala Krishna Murthy. (2023). REDUCTION OF
DATA LEAKAGE IN DISTRIBUTED CLOUD STORAGE SYSTEMS
USING DISTRIBUTED CLOUD GUARD (DCG). INDIAN JOURNAL
OF COMPUTER SCIENCE AND ENGINEERING. Vol 14. Iss 3. PP 444 -
450. ISSN: 0976-5166.
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(3) Chun-Li Ma., Dong-Dong Li., Yalin Li., Yinghao Wu., Song-Yan Ding.,
Jun Wang., Pei-Yuan Li., Song Zhang, Junjie Chen, Xiaoxing Zhang, Jia-
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learning-driven automatic storage space recommendation for object-based
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https://doi.org/10.1007/s40747-021-00517-4.

TPy A3LaB g huusgdlall Srgoedl Ml



eiall das Yus 75 (alxtl (Y-Y0 gu3g2) 4Y adall

Jisd M) cAmazon S3 54 Al Gap sl 138 e ATRY) jedl aalg
Google s AY) ALY (ray A8 Jlal Gl jie e a5l LU 5 U e Ly 535
sl 5ol pe JalSll 4018 pe dgiliie cileda 238 o3 «Cloud Storage
LOaalia J) el

S i (Jalgd) o gill AlE o LS e WU cp AN U e pal (g
Gl ikl sae aaall Ao 3 gd 0 Gl (e dadiia GlaaS (AT
A4S U3l g 1aa e cclld ) ddlia) Alledy bl 53] (e (S Aadl)
Gkl ae JualSill 84 ggi 59 QL) e B S Dl ( 3A5 e
RN

13 53ma 031l (oS5 8 lpaatll ey LI e U8 0 53 4l 5y lld pay
&\jﬂ_.af\_'v&i_iaj OsSa o oSy el glainl O LS 3 paall L) &
oo (33155 Y plil) il ey i el ) ALY s AN 0 5
(D3 saill 138
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Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation) (Text with EEA relevance).
(2016). OJ L 119, 4.5.2016, p. 1-88 (BG, ES, CS, DA, DE, ET, EL, EN, FR,
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GA, HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, FI, SV). available

through the following link: https://eur-lex.europa.eu/eli/reg/2016/679/0j.

(1) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL LAYING DOWN HARMONISED RULES ON
ARTIFICIAL INTELLIGENCE (ARTIFICIAL INTELLIGENCE ACT)
AND AMENDING CERTAIN UNION LEGISLATIVE ACTS. (2021).
EUROPEAN COMMISSION. Available through the following link:
https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52021PC0206. It was viewed on:
27/12/2024.

(2) Luca Bertuzzi & Euractiv. (2021). Cloud development in Europe passes by
GDPR compliance. Euractiv. available through the following link:
https://www.euractiv.com/sections/tech/. visited on: 28/12/2024.
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("(GDPR) bl djlead dalall ZaiDUIM aa (381 55y Loy agilers
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el 138 3 iy 3538 Services (AWS)
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(1) Tsai W., Bai X. & Huang Y. (2014). Software-as-a-service (SaaS):
perspectives and challenges. Science China Information Sciences. Vol 57.
PP 1 - 15. https://doi.org/10.1007/s11432-013-5050-z.

(2) Metwally K., Jarray A. & Karmouch A. (2020). A Distributed Auction-
based Framework for Scalable laaS Provisioning in Geo-Data Centers.
IEEE Transactions on Cloud Computing. Vol 8. Iss 3. PP 647 - 659.
https://doi.org/10.1109/TCC.2018.2808531.
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(1) Soltani S., Martin P. & Elgazzar K. (2018). A hybrid approach to automatic
IaaS service selection. Journal of Cloud Computing. Vol 7. Article number:
12. https://doi.org/10.1186/s13677-018-0113-8.

(2) M. Barati, O. Rana, G. Theodorakopoulos & P. Burnap. (2019). Privacy-
Aware Cloud Ecosystems and GDPR Compliance. 2019 7th International
Conference on Future Internet of Things and Cloud (FiCloud). Istanbul.
Turkey. PP 117- 124. https://doi.org/10.1109/FiCloud.2019.00024.
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e €85 y0 UML i ye5 il (pn il o8
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s A el s Caagy sl Alinll Gaade UML et cale okt A (e
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Melia S., Cachero C., Hermida J.M. et al. (2016). Comparison of a textual
versus a graphical notation for the maintainability of MDE domain models: an
empirical pilot study. Software Qual J Vol 24. PP 709 - 735.
https://doi.org/10.1007/s11219-015-9299-x.
Jim D., Charles C., Edward C., David N. & Ib Holm S. (2005). Formality,
Evolution, and Model-driven Software Engineering. Electronic Notes in
Theoretical Computer Science. Volume 130. PP 39 — 55. ISSN 1571-0661.
https://doi.org/10.1016/j.entcs.2005.03.004.
(1) S. Pearson & M. Casassa-Mont. (2011). Sticky Policies: An Approach for

Managing Privacy across Multiple Parties. Computer. Vol. 44. Iss 9. PP 60 -
68. https://doi.org/10.1109/MC.2011.225.
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ULl Aallaay o 3V of (ARG 5 A5 638 A8y jlay dadldd) bl Aadlaa -
Ol 58 (8 Al IS aal g Adlas 4 518 48 Hhay Lgie dpad il Aals

(1) Ibid. PP 60 — 68.

(2) Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data. (1995). Op. cit.
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(1) Truong N., Sun K., Lee G. & Guo Y. (2020). GDPR-Compliant Personal
Data Management: A Blockchain-Based Solution. IEEE Transactions on
Information Forensics and Security. Vol 15.
https://doi.org/10.1109/TIFS.2019.2948287.

(2) Dreyer J., Heitmann S., Erdmann F., Bauer G. & Kray C. (2022). ‘Informed’

consent in popular location based services and digital sovereignty. Op. cit.
PP 312 —342.
e daliie ilulpel aal ) ol ) capdeill 5 e lila a¥) (1S3 (Y4 YY) | S gl (T)
L a5 1 O3S G Ll s )% (S sall) AN 5 el 5 A il 3 sl
o4 gLy & https://unesdoc.unesco.org/ark:/48223/pf0000380040
REARTARIANY

(4) Dye O., Heo J. & Cankaya E. (2024). Reflection of Federal Data Protection
Standards on Cloud Governance. Op. cit.
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(1) H.T. T'onoBanpkuit. (2024). IlutaHHS 3aXHCTy MEPCOHAIBHUX NAaHUX MpPU
BHUKOpPUCTaHH1 XMapHUX TEXHOJIOTIH. AHaITHYHO-TIOPIBHSUTbHE
npaBo3HaBcTBo. Ne 5. PP 460 — 466. https://doi.org/10.24144/2788-
6018.2024.05.72.

(2) Atri P. (2024). Enhancing Big Data Security through Comprehensive Data
Protection Measures: A Focus on Securing Data at Rest and In-Transit.
International Journal of Computing and Engineering. Vol 5. Iss4. PP 44 —
55.https://doi.org/10.47941/ijce.1920.

(3) L. Ma, W. Su, B. Wu, B. Yang and X. Jiang. (2022). Joint Emergency Data
and Service Evacuation in Cloud Data Centers Against Early Warning
Disasters. Op. cit PP 1306 - 1320.

(4) S. Pearson & M. Casassa-Mont. (2011). Sticky Policies: An Approach for
Managing Privacy across Multiple Parties. Op. cit. PP 60 - 68.
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(1)Zhu J. J., Tuo L., You Y., Fei Q. & Thomson M. (2024). A Preemptive and
Curative Solution to Mitigate Data Breaches: Corporate Social
Responsibility as a Double Layer of Protection. Journal of Marketing
Research. Vol 61. Iss 4. PP 778 - 801.
https://doi.org/10.1177/00222437231218969.

(2) Nikkhah H. & Grover V. (2022). An Empirical Investigation of Company
Response to Data Breaches. MIS Quarterly. Vol 46. Iss 4. PP 2163 - 2196.
https://doi.org/10.25300/misq/2022/16609.

(3) Borgesius F., Asghari H., Bangma N. & Hoepman J. (2023). The GDPR’s
Rules on Data Breaches: Analysing Their Rationales and Effects.
SCRIPTed: A Journal of Law, Technology & Society. Vol 20. Iss 2. PP 352
— 381. https://doi.org/10.2218/scrip.20.2.2023.8979.
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(1) Ibid. PP 352 — 381

(2) Ke T., & Sudhir K. (2022). Privacy Rights and Data Security: GDPR and
Personal Data Markets. Management Science. Vol 69. Iss 8. PP 4363-4971.
https://doi.org/10.1287/mnsc.2022.4614.

(3) Drechsler L. (2023). Individual Rights in International Personal Data
Transfers Under the General Data Protection Regulation. Review of

European Administrative Law.
https://doi.org/10.7590/187479823x16800083010347.

(4) Susi M. (2020). The Right to Be Forgotten. In A. von Arnauld K. von der
Decken & M. Susi (Eds.), The Cambridge Handbook of New Human
Rights: Recognition. Novelty. Rhetoric. Chapter. Cambridge: Cambridge
University Press. Op. cit. PP 287 — 299.
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(1) Dimitra Kamarinou, Christopher Millard & Felicity Turton. (2021).
Protection of Personal Data in Clouds and Rights of Individuals', in
Christopher Millard (ed.), Cloud Computing Law. 2nd edn Oxford. PP 257
—293. https://doi.org/10.1093/0s0/9780198716662.003.0008.

(2) Christopher Kuner. (2023). Protecting EU data outside EU borders under the

GDPR. Common Market Law Review. Vol 60. Iss 1. PP 77 — 106.
https://doi.org/10.54648/cola2023004.

(3)Bradford L., Aboy M. & Liddell K. (2021). Standard contractual clauses for
cross-border transfers of health data after Schrems II. Journal of Law and
the Biosciences. Vol 8. PP 1 — 36. https://doi.org/10.1093/jlb/1sab007.
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