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Summary

Due to the increase in cybercrime, States have introduced
special criminal legislation to combat computer crime, which is a
new phenomenon in criminology. The issue of criminal liability in
cyber law raises many problems, especially in the Internet
environment, which has many legislative complexities due to the
nature of those crimes, which are characterized by the
characteristics of sovereignty and the difficulty of finding evidence
leading to proof as well as the location of those crimes across
different regions of the world, all of which led to the international
search for laws and legislation consistent with the nature of
cybercrime The search in the form of a prime question is: What are
the different mechanisms for the procedural and legislative aspects

of criminal responsibility in cyber law?
Study results

First: One of the problems that have emerged in the legislative
arena is the idea of legal responsibility for cybercrime
equipped with artificial intelligence applications and able
to make mistakes and commit crimes and harm others

without any interference from the user or programmer.
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Second: A peacetime cyberattack is one of the things about which
there is disagreement, through an analysis of the general
principles of general international law, we find that a State
that has been subjected to a cyberattack if its effects
resemble those of an armed attack has the right to self-

defense, whether by a cyberattack or an armed attack.

Third, there are international and regional efforts to combat
cybercrime and establish criminal responsibility through
international conferences and conventions for the
prevention of cybercrime and the treatment of

cybercriminals.

KeyWords: Criminal liability - Cyber law - Comparative study
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